ALEJANDRA ALCANTARILLA SANCHEZ', JOLIJN COTTAAR', TANJA LANGE"2, AND BENNE DE WEGER'

el 'Eindhoven University of Technology, “Academia Sinica Taiwan
Z
" Why Pseudoprimes? |
- ~N L y Pseudoprimes? | ~
/ We identity Carmichael numbers with the highest density of Euler | . .
“ ” iars and create a multiplicative algorithm to build a 1230-bit Euler @~ Public-key cryptography relies on prime numbers.
pseudoprime that passes up to base 211, i.e., to 4/7prime bases. S | o o
\ ot Primality is often checked using probabilistic tests!
- —— N rather than full proofs.
e L Definitions ) ~
Carmichael Numbers: An adversary can carefully choose composite numbers
Composite n such that a® 1 = 1 (mod n) for all a coprime to n. \ that can fool such tests. Yy
i(n), index of a Carmichael number n: c N
oy = "L o= | Solovay-Strassen Test [2] | \
. . . A(n) N
v,(n), 2-adic valuation of an mteg.er n: Euler Pseudoprime to base a:
Largest integer N such that 2N |n. | a n-1
. / Odd composite n such that (;) =a 2 (modn)
- e : — : N epsp(a) :
a k Carmichael Number Classification ) ™ The set of Euler pseudoprimes that pass all consecutive prime
_ bases until and including a Y
Let n = [[, p; and let h be the number of factors p; with vo(A(n)) = v, (p; — D). C . D
s L Why Class A Carmichael Numbers? ) ~
A Even N.A 1 -
S =
B1 Odd Yes 1
Srrt P A 7029 697 128063 507 767
B2 Odd No 1 () B1 6 978 344 17 43
2k—1 Pt
K / B2 271 231 0 0
N /
4 .« ¥s_ s R
4 L Multiplication scheme ) A
N N N : N N epSp(a‘z) Py
Start from list [1] of | ,u Filter out Test prime bases Multiply already Keep squarefree epsp(a, ) > e epsp3 ()
Carmichael numbers numbers with and group Into found Euler Carmichael epsp(al) SR (dg)
\ upto 1024 ] | smallfactors | | epsp(a) |  Pseudoprimes | | number products
- | Y

Algorithm for Class A Euler % ( Observations } o
ol Pseudoprlmes \ ﬂjmber of elements of epsp2(a) after multiplying two elements of epsp(37) \

Input pairs _ Gap i
~)aap In epsp2(a 2
Choose n; and n, in epsp(a) both in Class A, sl Carmichael P psp2(a) Mod 120 ©
\ with v,(1(ny)) > v,(A(ny)) ) £ 2000 class B1, B2
E 250000 - N on-

%2000004 CarmiChael . CarmiChael CarmiChael 88-30

Valuation filter No

- |
[
E
e
Q
£
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=

Reject {\ class A epsp(a) 98.13
(% (nz — 1) > (%) (/1(711) 0000
) WY epsp(2a) 99.97
Yes ’ 2 3 5 7 11 13 1I7 1'9 ‘.|3 2I9 3T1 3I7 41 43 47 53 59 61 6I? ?Il ?I?: ?:9 813 8I9 917 1(I)1 163 1(;? 169 1]T.3 '4;7 159 a > 37, Sma”eSt factor > 150
® ® o No
Coprimality filter Reject

ng(nll nZ) =1
Yes Same base product

Build candidate \ epsp2(37) X epsp2(37) 1 895 586 378 0.020 %
n = nqn,, An) = lcm(/l(nl),/l(nz))

Carmichael filter No Reiect
A(m)[(n — 1) J

epsp2(37) X epsp2(a), a = 41 4 157 347 387 0.018 %

Very nice
logarithmic descent

Totals by construction

Yes
Prime base testing epsp(a) 128 080
Start from the second prime after a and test epsp2(a) 507 810
\ consecutive prime bases ) epsp3(1 21(a) 4703 395
epsp4,2(a) 71 300 609
Stopping and storing epsp84fz122 (@) 49250584
Stop at first failure and store in epspl6 (@)’ 651 128
\ corresponding epsp set ol / slalz7] Size of epsp2(a)
N = *: Smaller set of inputs . N |

aaaaa
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/M{ 1230 bits Euler Pseudoprime that survives up to 211 ]’A ol ol o on oxl ol oxi ox ol ol oxi ox ol oxl oxi ox o oxl oxl ox ol ol oxi ou

2971802532424031841053411503905254011777559794508506/741435745343660138774267045345935559154206993438890590731458328916739938
4127469613680383642792167067979229668463351656529527558991522533896182769739577451082067252281857005565209955278879251421652
9771842300258718279723455898329630840119845009/75075999311171856228688510024383030/48708219201214793184433340476692190457601
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