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CHASING RABBITS THROUGH HYPERCUBES: BETTER
ALGORITHMS FOR HIGHER DIMENSIONAL 2-ISOGENY
COMPUTATIONS

PIERRICK DARTOIS® AND MAX DUPARC

AsstrACT. The devastating attacks against SIDH (Supersingular Isogeny Diffie-
Hellman) [1, 2, 3] have popularised the practical use of isogenies of dimension
2 and above in cryptography. Though this effort was primarily focused on
dimension 2, 4-dimensional isogenies have been used in several isogeny-based
cryptographic constructions including SQIsignHD [4], SQIPrime [5], Pegasis
[6], qt-Pegasis [7] and MIKE [8]. These isogenies are also interesting for num-
ber theoretic applications related to higher dimensional isogeny graphs. In
2024, a work by Pierrick Dartois [9] introduced algorithms to compute effi-
ciently chains of 2-isogenies with Mumford’s level-2 theta coordinates in all
dimensions, focusing on cryptographic applications in dimension 4. In this pa-
per, we improve Dartois’ results by providing a simpler and faster method to
compute generic isogenies in any dimension, and new computation and eval-
uation algorithms adapted to gluing isogenies from a product of four elliptic
curves, with techniques that generalise a previous work by Max Duparc [10] in
dimension 2. Unlike previous algorithms by Dartois, the algorithms we propose
are both easy to implement and naturally constant time. We apply our results
to propose the first constant time C implementation of a 4-dimensional chain
of 2-isogenies, adapted to the qt-Pegasis algorithm and running in less than 25
ms for a 500 bit prime. With our new gluing evaluation method, we are able
to work fully over I, instead of Iz, allowing further efficiency gains. Indeed,
our new formulae accelerate the proof of concept SageMath implementation of
qt-Pegasis by up to 19% for a 500 bit prime.

1. INTRODUCTION

Foundational works by David Lubicz and Damien Robert [11, 12, 13] on efficient
computations of f-isogenies between abelian varieties of any dimension g using
Mumford’s theta coordinates [14] are aimed primarily at asymptotic efficient in £
and g. Finding practically efficient algorithms to compute 2-isogenies in dimensions
g < 4 has become crucial since the attacks against SIDH (Supersingular Isogeny
Diffie-Hellman) in 2022 [1, 2, 3] that popularised the constructive use of higher
dimensional isogenies in isogeny-based cryptography. Pierrick Dartois, Luciano
Maino, Giacomo Pope and Damien Robert addressed this question in dimension 2
in [15], later generalised to all dimensions by Dartois [9] (see also [16, Chapter 6]),
with a specific focus on dimension 4. As Lubicz’s and Robert’s prior works, both
of these contributions use Mumford’s theta coordinates but in level 2 in order to
minimise the number of theta coordinates needed (29 in dimension g). Working in
level 2 to compute 2-isogenies leads to some technical difficulties, including the need
for torsion points lying above the kernel of the isogenies we want to compute and
special formulae to compute and evaluate gluing isogenies (isogenies starting from
products of abelian varieties). To address part of these issues, a new approach called
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Superglue [10] has been introduced by Max Duparc to more efficiently compute
gluing 2-isogenies in dimension 2.

Though less popular than 2-dimensional isogenies, 4-dimensional isogenies have
several important cryptographic applications. They were first introduced to cryp-
tography in SQIsignHD [4] to provide a fast digital signature algorithm based
on SQIsign [17]. SQIPrime [5] also proposes a 4-dimensional variant of SQIsign.
Though 2-dimensional variants of SQIsign [18, 19, 5, 20] have supplanted 4-dimensional
variants, new cryptographic applications have also emerged. Pegasis [6] and its
follow-up improvement qt-Pegasis 7] use 4-dimensional isogenies and are currently
the most efficient algorithms to compute the ideal class group action on oriented
supersingular elliptic curves by any ideal, without restriction. Such an unrestricted
effective group action has many cryptographic applications [21], including thresh-
old cryptographic schemes for secure multi-party computations [22] that will be
the focus of the next NIST cryptography standardisation call [23]. Isogenies in di-
mension 4 are also a key component of the Module Isogeny Key Exchange (MIKE)
[8] that could compete with the Commutative Supersingular Isogeny Diffie-Hellman
(CSIDH) [24], as a key exchange not vulnerable to sub-exponential quantum attacks
[25, 26].

Algorithms to compute 2-dimensional isogenies have been designed to facilitate
constant time implementations [15, 10] but this feature has been harder to achieve
and has received less attention in dimensions above 2. By a constant-time al-
gorithm, we mean an algorithm whose sequence of operations is uniform on the
inputs (which could be secret data). A constant time implementation is meant
as a countermeasure to side channel attacks relying on measurements of running
times, power consumption, or electromagnetic signals during the execution of a
cryptographic protocol.

Beyond cryptography, 4-dimensional isogenies could also have other number the-
oretic applications, especially for costly computations where efficiency is critical.
This is in particular the case for modular polynomial computations. In [27], Sabrina
Kunzweiler and Damien Robert introduced an asymptotically optimal algorithm to
compute modular polynomials by deformation that relies on 2-dimensional isogeny
computations. This method could be generalised to the computation of Igusa mod-
ular polynomials (in the moduli space of abelian surfaces), which would involve
4-dimensional isogenies.

Our contribution. Motivated by cryptographic applications and qt-Pegasis in
particular, this work focuses on the efficient computation of 2-isogenies in level 2
theta coordinates, especially in dimension 4. In Section 3, we improve the previous
algorithms introduced in [9, 16] to compute codomains of 2-isogenies by propos-
ing a general construction based on graph theory. We achieve significant efficiency
gains for all dimensions g > 3 and tie with the best formulae in dimension g = 2,
while proposing a method which is simple to implement in constant time, unlike
the previous ones. In Section 4, we generalise the 2-dimensional approach from
[10] to propose efficient algorithms to compute the codomain and evaluate gluing
2-isogenies from a product of 4 elliptic curves, which appear in qt-Pegasis in par-
ticular. Both of these algorithms are designed to be easy to implement in constant
time, and the evaluation algorithm is designed to work indifferently on curves and
their quadratic twist for efficiency reasons. In Section 5, we detail how these algo-
rithms can be used to implement the 4-dimensional 2-isogeny chain computation
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involved in gt-Pegasis in constant time and by using only I, arithmetic, enabling
further efficiency gains.
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2. PRELIMINARIES

2.1. Basic notation. Let k be a field with char(k) # 2 with k its algebraic closure.
In the following, all objects and scalars we shall consider will be defined over k.
In our applications, k will be a finite field but our algorithms remain valid over
other fields. The cost of multiplication, squaring, low-cost multiplication by special
constants, and addition or subtraction over k will be denoted by M,S, m and a
respectively. We shall denote by © the element-wise product of vectors (xj); ®
()i := (zi - yi)i and define iterates (z;){" := (27); for all n € Z. We also denote
by ® the tensor product (u;)i<i<n, ® (Vj)i<j<ns := (Ui - Vj)1<i<n;,1<j<n,, Where
the i, j are ordered in increasing order for i +mn;j, and denote by (x|y) := >, z; -y
the standard scalar product.

2.2. Principally polarised abelian varieties and their isogenies. We recall
here some basics on abelian varieties and refer to [28, 29] for a more detailed in-
troduction. Formally, an abelian variety A over k is a complete and geometrically
integral group k-variety. More concretely, the reader should keep in mind that
abelian varieties are projective and have an algebraic commutative group law. They
generalise elliptic curves to higher dimensions.

An isogeny f : A — B between abelian varieties over k is a homomorphism
(of k-varieties and groups) which is surjective and has finite kernel (both over k).
Isogenies preserve the dimension (dim(A) = dim(B)) and are determined by their
kernel up to post-composition by an isomorphism when they are seperable. To an
abelian variety A/k we can associate its dual A/k which ‘has the same dimension

and to an isogeny f : A — B its dual f B A so that A A and f f.

A polarisation of an abelian variety A/k is an isogeny A4 : A — A such that
i = s, We say it is principal and that (A, \4) is principally polarised when A4
is an isomorphism A = A. In the following, we shall always work with Principally
Polarised Abelian Varieties (PPAVs) and drop the mention of the polarisation. To
an isogeny f: (A, Aa) = (B, Ap) between PPAVs we can associate a polarised dual

f:(B,Ag) — (A, \a) given by fi= At o folp. We say that f is an (-isogeny for
(e Nsgif fof = [f] 4, with [£] 4 being the multiplication by £ on A. This property
is always satisfied by isogenies between elliptic curves but is not a general fact in
higher dimension.

2.3. An introduction to theta structures. Let (4, A4) be a PPAV of dimension
g over k and n € INsg. We know that A[n] ~ (Z/nZ)?9 ~ (Z/nZ)9 x (Z./nZ)9,
where (Z/nZ)9 denotes the group of characters (Z/nZ)? — k. A symplectic

representation is an isomorphism p : A[n] = (Z/nZ)9 x (Z/nZ.)9 that respects the
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n-th Weil pairing e)4 on A[n] with respect to the polarisation A4 and the canonical
pairing of its codomain.

VPl,PQ S A[n] with M(P]) = (ij,Xj) for ] € {1,2}, eﬁA (Pl,PQ) = Xg(il)xl(iz)_l

Let (e1,---,ey) be the canonical basis of (Z/nZ)? given by e;,, = 6;,, for all
I,m € [1,g] with 6;,,, = 1if l = m and 0 otherwise (Kronecker’s delta). Let ¢ € E
be a primitive n-th root of unity and define the dual canonical basis (x1,- - ,xg) of

(Z./nZ)9 by x;(x) = ¢t for all I € [1,g]. Symplectic representations x represent
the unique representation of A[n] in a (¢-)symplectic basis (S1,---,Sq,T1, -+ ,Ty)
of A[n] with p(Sy,) = (em,1) and u(Ty,) = (0, x.m) for all m € [1,g]. Such basis
should satisfy

vi,m e [1,4], e;\LA(Sl,Sm) = e;\LA(Tl,Tm) =1 and ef{A(Sl,Tm) = C‘S”m.

We can now define theta structures using the definition introduced in [10, Defi-
nition 4], which is simpler than Mumford’s original definition [14, p. 297] involving
line bundles and theta groups.

Definition 2.1. A theta structure © 4 of level n on a PPAV A/k of dimension g is
given by a symplectic representation pn : A[n] = (Z/nZ)9 x (Z,/nZ)9 and a map

to the projective space 64 : A — IP%L1 whose components 0;* (i € (Z/nZ)9) are
called theta coordinates. They should satisfy the theta group action relation:

(1)

VP € A,Q € An] with 14(Q) = (ig, x@).1 € (Z/nZ)?, 6{(P+Q) = xq (1) '61:,(P).

We say that © 4 is symmetric when 6(—P) = 0(P) for all i € (Z/nZ)9 and
P € A. In the following, we shall always assume theta structures to be symmetric.

In order to minimise the number of theta coordinates for efficiency reasons, we
will solely work with symmetric theta structures of level n = 2. Then, if A is
not a polarised product, such a theta structure ©4 = (pua,0%) induces an em-
bedding 04 : A/+ — IP%q_l of the Kummer variety [30, Theorem 4.8.1]. As a
consequence, level-2 theta coordinates represent points up to sign, so differential
addition formulae + P, £Q, +(P— Q) — £(P+Q) are used for arithmetic. Now, if
(A, A4) ~ 101 (A, Aa,,) is a polarised product, then 64 induces an embedding
of the product of Kummer varieties [ _, A, /+ < IF’%Q_1 [30, Theorem 4.8.2].
2.4. Change of theta coordinates. A PPAV A admits many symmetric theta
structures of level n. Such a theta structure ©4 = (ua,0?) is fully determined
by a (-symplectic basis (S1,---,Sg,Th, -+ ,Ty) of A[2n] whose symplectic repre-

~

sentation v4 : A[2n] — (Z/2nZ)? x (Z/2nZ)9 is such that valap, = pa [14,
Remark 3, p. 319]. If ©4 and ©/, are theta structures of level n respectively
induced by (¢-)symplectic basis % and %’ of A[2n], and if M € Sp,,(Z/2nZ)
is the symplectic change of coordinates matrix from % to %', then we can

compute a change of theta coordinates matric Nane € PGL,o(k) such that
(9’?)ie(z/2nz)g = Num¢ - (6" )ic(z/nz)s using the formula from [9, Theorem 12].
Applying this formula in level n = 2 to the block matrix M := [[0, —I,], [I4, 0]] and

¢ := v/—1, we obtain that Nnp ¢ is the Hadamard transform H : (xi)ic(z/2z)0 —
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(Z (—1)<i|j>x-> inducing the dual theta coordinates
J€(zZ/2Z)9 Vie(z)2z)9

Vie (z/22)0, U =H@OY):= > (-1
je(z)27)9

Remark 2.2. While we defined for consistency theta structures over k, we work
in practice over the smallest k possible. Following [14, Remark 3, p. 319], if the
torsion subgroup A[2n] is k-rational, then the associated level-n theta structure is
likewise defined over k, i.e. the theta coordinates of k-rational points of A are also
k-rational. In this work, as our PPAVs are isogenous to products of supersingular
elliptic curves, our theta structures are defined over IF,2, with the goal of defining
them over IF,. Note, however, that the formulae provided herein remain valid over
other fields (e.g perfect fields).

2.5. Computing a 2-isogeny in level 2 theta coordinates. In practice, we
do not represent PPAVs with theta structures by equations but by a single theta
point e.g. the theta null-point §4(04). An algorithm to compute a 2-isogeny f :
(A,04) — (B,0Op) is an algorithm to compute its codomain (B,0p) (i.e. a theta
point on it like #%(05)) and an evaluation algorithm to then use B (e.g. represented
by 65(0g)) to evaluate f(P) faster.

Assume that we are given T,---,T, € A[8] forming an (maximal) isotropic
subgroup’ such that ker(f) = ([4]T1,- - , [4]T,) and a level-2 theta structure © 4 on
A that is adapted to f i.e. that is induced by [2]%, where Z is a symplectic basis
of A[8] of the form (Si,---,8g, T, - ,T,). If it is not the case, we may use the

change of theta coordinates formula from [9, Theorem 12|. Then we can compute
B and a level-2 theta structure ©p on it that is induced by the symplectic basis
Fo(B) = (21F(S1),++ 211 (Sg) S(TL),- -, F(T,)) of BIA] [16, § 6.1].

When A is not a product, we say that f is a generic isogeny and we can compute
the inverse dual theta null-point UP(05)®~! from Ty, - ,T,. The need for 8-
torsion points above ker(f) comes from the fact that we compute 2-isogenies in
level 2. To evaluate f at a point P € A(k), the procedure is straightforward [16,
Algorithm 6.1] and follows the successive operations below:

B —1

0A(P) —2 A (P)? s H(04(P)°2) —= 2 P (f(P) s 07 (f(P)).

Since level-2 theta structures embed products of Kummer varieties into the pro-
jective space, gluing isogenies f : A; x Ay — B map points with two (or more)
sign ambiguities to points with only one sign ambiguity (£P,+Q) — +f(P,Q).
Hence, they require special evaluation algorithms. Due to vanishing dual theta con-
stants UP (0p), we may use other codomain theta points than the theta null-point
to represent gluing isogenies (see Section 4).

2.6. How to compute a chain of 2-isogenies in theta coordinates. Let
F : A — B be a 2°isogeny between abelian varieties of dimension ¢ and as-

sume we are given Ty,---,T, € A[2¢72] forming an isotropic subgroup with
ker(F) = ([4|T1,--- ,[4]T,) to compute it. Then F can be decomposed, by [16,
Lemma 6.3.1], into a chain of 2-isogenies of length e :

Agi=A—Lya, L ya, oA, tma LA, =B

Li.e. such that eg(T},Ty,) = 1 for all I,m € [1, g].
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that can be computed iteratively.

The first step is to compute fi, that is usually a gluing isogeny f; : A :=
[1,,—;C»n — A; in our applications. The natural level-2 theta structure on
A =T1,_,Cn is a product theta structure @. _, O¢,, whose associated theta
coordinates satisfy:

(®:n=1 ocm)i(Ply"' aPT'): QiC'W?L(Pm)a
m=1
for all (Py,---,P,) € A(k) and i := (im)i<m<r € [I,,_,(Z/2Z)9 (with g,, :=
dim(Cy,) for all m € [1,r]). If for all m € [1,r], B¢, is induced by the
(¢-)symplectic basis By = (Um,1, - Um,gpn> Vin,1, s Vinygn) 0f Cry[4], then
&, _; O¢,, is induced by the (¢-)symplectic basis of A[4] given by:

r
®=@m = ((Ul,laoa"' 7O)a"' a(Ul,gUOa"' 70)a"' 7(Oa"' 7OaVr,1)7"' 7(07"' 707‘/T,gr)>'
m=1

In general, @ _, Oc,, is not adapted to fi so we need to compute a symplectic
change of basis matrix M € Spy,(Z/4Z) from Q);,_; %y to a symplectic basis
of A[4] of the form (S1,---, S, [2°]Th, - - ,[2°]T), which induces a theta structure
O 4 adapted to f;. We apply [9, Theorem 12] to obtain the relevant change of
theta coordinates matrix Nyg¢ and compute fi from the 8-torsion theta points
64(251]T3) = Naa - (5,6 ([21]T})) for all L € [1, g].

Then, we expect the f; : A;_1 — A; for i > 2 to be generic isogenies. Once f;_1
has been correctly computed, we can prove that the level-2 theta structure © 4, on
its codomain is automatically adapted to f; by [16, Lemma 6.3.4], so that no change
of theta coordinates is needed and f; can be computed from the §4([2¢77]f;_; o
<o~ 0 f1(Tyn)) for all m € [1,g]. As for elliptic-curve isogeny computations, divide
and conquer strategies apply to perform only O(gelog(e)) point duplications and
isogeny evaluations.

Finally, B being often a product in our applications, a change of theta coordinates
is performed to recover a product theta structure on B. It can also happen that
gluing isogenies appear later on the chain, a case already treated in [9, § 5.1 &
Appendices B-C]| but not relevant to qt-Pegasis.

3. IMPROVING (GENERIC) ISOGENY CODOMAIN COMPUTATIONS

3.1. The Hypercube Inverse Interpolation Problem (HIIP). Assume that
we want to compute a 2-isogeny f : (A,0,4) — (B,0©p) between principally po-
larised abelian varieties of dimension g and that we are given 8-torsion points
Ty,---,T, such that ker(f) = (4|11, - ,[4]T,) expressed in level-2 theta coor-
dinates © 4 adapted to f. As explained in Section 2.6, we can evaluate f once we

have obtained its inverse dual theta null point U (0 B)Qfl. To that end, we proceed
as in [15, § 4] and [9, § 4.2], by using the following formula [9, Proposition 15]:

2) UP(05)-UB(F(T)) = Y (~D)0eA (1)’
te(z/27)9
for all i,j € (Z/2Z)9, where:

(3) TJ = Z[.m]Twp

m=1
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As level-2 theta coordinates represent points up to sign and satisfy the theta group
action relation, Equation (1) implies that UP (f(T})) = UP (- f(T3)) = UB(f(T}) +
2]f(T3) = Uﬁj (f(T)) with the last equality derived from the position of [2]f(T})
in the symplectic basis underlying © g (see [9, Proof of Lemma 16]). Combining this
with Equation (2), we obtain the products 7 ; := UL (05) - UL (f(T})) and mi4;; :=
Ui]ij(OB) -UB(f(T3)) for all i,j € (Z/27)9. The problem of computing UZ(05)® 1
is therefore to efficiently retrieve {UE(OB)Qfl}kE(Z/QZ)g, given {7 ;}ije(z/2z)s -

In order to solve this problem, we must see it for what it really is: a graph
computational problem. We can indeed see the coordinates UiB (0p) as labels on
vertices i € (Z/27)9 of the hypercube (given that (Z/27)9 can be identified with
{0,1}9). We relate vertices i and i+ j if we have computed 7 ; and mi4;;, with
neither being zero. We formalise the problem we have to solve as follows. Consider
a matrix (7 ;)i je(z/2z)s and any subset S C (Z/27Z)9 chosen for convenience (see
Remark 3.3) called the support with an associated submatrix (7 ;)ic(z/2z)s jes-
Consider the graph G := ((Z/27Z)?, E) with labelled vertices forming a vector
X = (2i)ie(z/2z)s such that x; - w5 = w45 - myj for all i € (Z/2Z)9 and j € S.
The edges of G are of the form {i,i+j} € F with i € (Z/2Z)9 and j € S such that
mi,; 7 0 and miyj; # 0. Our goal is to solve the following problem.

Problem 3.1 (Hypercube Inverse Interpolation Problem - HIIP). Given G and

(T1,j)ie(z/22)9 jes, as above, find an inverse vector xO~1 = (Z‘;l)ie(z/gz)g such
that
(4) Vi€ (Z/27)%,5 €S, xiyj-Tij = Ti- Titjjs

up to a projective factor in k*.

As we have seen, in our applications, the existence of a vector x satisfying Equa-
tion (4) is always ensured by the properties of theta coordinates. However, such a
vector is not always invertible (x; # 0 for all i € (Z/27,)9), so does not always yield
a solution to the HITP (Problem 3.1). We expect well-defined solutions to the HITP
to exist for generic isogenies (with rare exceptions [7, Lemma 5]) but not for gluing
isogenies due to vanishing dual theta constants U? (0p) = 0. In that case, we may
use another dual theta point UB(f(T')), which is invertible, defining a solution to
an instance of the HIIP (see Section 4.2). In the following, we assume a solution to
the HITP exists.

3.2. A general solution of the HIIP. For our applications, we obviously want to
determine a unique solution to the HITP up to a projective factor (in order to fully
determine the inverse dual theta null point UZ(05)®~1). The existence of multiple
solutions imply that we do not have enough equations to determine a solution (i.e.
the support S is too small). We now show that the uniqueness of the HIIP solution
can actually be seen as a simple and natural consequence of the topology of G.

Theorem 3.2 (HIIP Theorem I). Assume there exists a solution to the HIIP (Prob-
lem 3.1). Then it is unique in P?’ (k), i.e. up to a projective factor, if and only if
G is connected.

Proof. <= Assume that G is connected. Let x®~1,x®~! be two solutions to the
HIIP. By Equation (4), we then have for all i € (Z/27Z)9 and j € S, z;' - m; =
m;lJ “Tiyj,; and E;l T = E;_lJ -Titj,j- 1f {i,i+]j} € E, we then have by assumption
mi,j 7 0 and 7455 # 0, so we can divide the first equation by the second and obtain
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oyt T = T 1 - Titj. Since G is connected, for all i € (Z/27,)9, we can find a path

ip ;=0 117~-~ i, := i for some r € N, with {is,i541} € F for all s € [0, —1]

and we obtain that xol To = T “Tyy = o=@y - Xy, = T ot - Ti, so that

xO71 = X X971 with A := 25* xo € k*. This proves the uniqueness of the HIIP
solution in P2’ (k).
= Now, assume by contraposition that G is not connected. Let x®~! be a
solution to the HIIP and let Vo C (Z/27.)9 be the connected component of 0 in
the graph G. Let A € k\ {0,1} (which does exist since char(k) # 2) and define
xO L by 7= foralli€ Vg and 7; ' := X2y, for all i € (Z/2Z)7 \ Vy. Let
i€ (Z/27)9 and j € S. Then by Equation (4), we have z; ' - m;; = a:;lJ - Tty j-
Since Vy and (Z/27Z)9 \ V, are not connected, for all i € (Z/27.)9, j € S, we either
haveii+j€V0 so%fl zxfl andfij_lj :ac;_lJ ori,i+j& W sof{l :)\mfl and
1+J )\xlﬂ, or {i,i+j} ¢ E and m;; = 0 or mi4;; = 0. In the last case, we have
Tij = Titjj = 0 by Equation (4) and because z; and xj4; are non-zero. It follows
that T, ' -7 5 = lJrJ -mi+j; in all of these cases. This proves that x®~! is a solution

to the HITP but distinct from x®~! in P?’(k), which completes the proof. O

Remark 3.3 (On the choice of support). We usually choose the support S of
a HIIP instance as small and convenient as possible for the associated graph to
be connected. For generic isogeny computations, we experimentally expect the
following choice to be sufficient. We take S := {e1, - ,e4}, where for all I,m €
{1,---,g} given by e;,, = 1 if | = m and 0 otherwise. Hence, G is exactly the
hypercube graph (whose edges relate vertices separated by vectors j of Hamming
weight 1). This way, we only use the input theta coordinates 04(Ty),--- ,04(T,)
and don’t need to compute sums of points. However, in some cases, we may be
required to take a bigger support S to compute a solution to the HIIP due to
multiple zero entries m;; (e.g. for non-generic isogeny computations). In those
cases, unlike the hypercube graph, G may contain edges separated by vectors j € .S
of Hamming weight greater than 1.

Note that when G is connected and thus a unique solution exists, Theorem 3.2
does not provide a formula to compute it. Leveraging the projective nature of the
solution, we propose an inversion free formula below. Indeed, inversions should be
avoided, even at the expense of additional multiplications, given their very high
cost in practice. Let T = ((Z/27)9, E7) be a spanning tree of G. For any edge
e € Er with e = {a,b}, we define j. € S C (Z/2Z)9 by j. := b — a. For any
two distinct vertices iy # iz € (Z/2Z)9, there exists a unique path in 7 starting at
i; and ending at ip. Fixing i;, this induces a bijection 6, : (Z/2Z)9\{i1} = E7,
where 6, (i2) is defined to be the last edge along the path from i; to iz. Observe
that &, (iz) is always an edge incident to i. Using the maps {0 }xe(z/2z)s, We can
explicitly define formulae for x®~! as simply:

71 f— ..
() T = H”'dsko = H st (e)de
itk ccEr

Theorem 3.4 (HIIP Theorem II). Equation (5) defines a solution x®~! to the
HIIP if such a solution exists.

Proof. Given two adjacent vertices i and i+ j in 7, we have d;j(k) = d;(k) for all
k e (Z/QZ)g \ {l,l+_]} and -j5i(i+.i) :j5i+j(i) =j. Thus, for all i € (Z/QZ)g,j €S,
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we have
_1 fr— s e . . P— . s . . LR 0 fr— . s . LR 0

Ty Ty = T H Tkojs; ) — Titduds; i) T H Thojsya0) — Titid " Tij H Tk, js; (1)

ki KA i+ KA i+

f— . s . LY . . P . s s . P . P _1

= Titjg  Tijsy ) H Mesjsy g0 — it H Mesjsy g0 — Titid " Tigje

ki, i+j k#£i+j

It remains to prove Equation (4) when {i,i+ j} € £\ E7. Let X! be a solution
to the HIIP (which does exist by assumption). Then x®~ satisfies Equation (4) so
it satisfies this equation in particular for all {i,i+ j} € E7. Since T is connected,
the proof of Theorem 3.2 (<=) ensures that x®~1 = X - x®~1 for some A € k*. It
follows that x®~! also satisfies Equation (4) and is a solution to the HIIP. ]

A naive evaluation of Equation (5) yields a solution to the HIIP with a cost
of 29(29 — 2)M. To reduce this complexity, it is thus necessary to specialise our
general formulae on spanning trees of G with favorable computational properties.

3.3. Fast formulae. To accelerate Equation (5), we look for a Hamiltonian path

in G. By definition, such a path is given by a bijection 7 : [0,29 — 1] = (Z/27Z)9
such that (n(i),n(i + 1)) € E for all i € [0,29 — 2].

Zn(0) Tn(1) Tn(29-2) Tn(29-1)
n(0) ——n(1) -+ n(27—2) —>n(29 - 1).

From such a path, we can significantly reduce the computation cost of Equation (5).
Remark that a Hamiltonian path defines a spanning tree and that

. o s; ifi<y
J5,0)(n(i) = Si—1 ifi>j
with the notations introduced above Equation (5). We can therefore write a:;(li) for
i € [0,29 — 1] as Equation (6) below.

with s; :=n(i+1)—n(i) € S for all i € [0,29 — 1],

i—1 29 -2
(6) ey = Ilmos || I magevs | =0 - pr()
=0 j=i

We see that both p7 and pr have a simple iterative structure:

' 1 ifi=0
(7) pr(i) = { prli=1) -7y 1)e , ifi>0

0 pnti) = { : L

pR(i+1)'7Tn(i+l),si ifi<29—1
Our strategy to compute the HIIP on Hamiltonian paths is therefore to first
compute p; and pg iteratively and then reassemble them in order to compute
x®~1. This is summarised in Algorithm 1 whose computational cost is 3(29 —2)M.
As previous methods for solving the HIIP [9, § 4.2] and [16, § 6.1] have a cost of
at least (6-29 —9)M, we see that our algorithm is approximately two times faster.
Moreover, the former approaches are not constant time, and there is no obvious
way to make them constant time or to mask them with low overhead. In contrast,
our formulae are naturally constant time and require only minimal control logic.
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For instance, in dimension g = 4, which is our main focus, for the same input data,
the previous formulae costs 87 M, whereas Algorithm 1 requires only 42M.

Algorithm 1: Solution to the HIIP
Data: HIIP input data, including a subset S C (Z/27)9, a graph
G := ((2/27)9, E) and matrix (7 ;)ic(z/2z)s jes- A Hamiltonian
path 1 : [0,29 — 1] 5 (Z/2Z)9 in G.
Result: A solution (m;(li))ogiggg_l to the HIIP defined by the input data
(up to reordering by 7).
PL(L) = 00,505
PR(27 = 2) = Ty(20-1),850 5
for i € [2,29 — 1] do
pr(t) < pr(i— 1) Tpi-1),s_15
PR(29 =1 —1) < pr(29 — 1) Tp20—i)spe 1,5
end
x;q)) < pr(0);
T 00-1) € pr(29 —1);
for i € 1,29 — 2] do
‘ m;(li) — pL(i) : PR(@')§
end

© 0 N o ok~ W N =

e
= o

[uny
N

return (x;(ll)) ; // Total cost: (3-29 —6)M

0<i<29—1

3.4. Finding a Hamiltonian path. Before applying Algorithm 1 to solve the
HIIP, one needs to find a Hamiltonian path in the graph G. The general idea is
to consider a Hamiltonian path ng : [0,29 — 1] = (Z/27Z)9 of Kgs, the complete
graph with support S with (Z/27.)9 as set of vertices and Eg := {(,i+j) | i €
(Z/27.)9,j € S} as set of edges. By construction G is a subgraph of Kg but these
graphs may not be equal (E C Eg) because of zero values of 7 ;. Hence, 1y may
be a Hamiltonian path of Kg but not of G. We may then post compose 79 with
automorphisms of Kg until we obtain a Hamiltonian path of G.

We have seen in Remark 3.3 that for our applications, S always contains
{e1,---,ey} so Kg contains the Hypercube (whose edges have Hamming weight
1). We may then always take as starting path 79, a Hamiltonian path of the Hy-
percube. In practice, we consider the Gray Hamiltonian cycle which is easy to
compute with bitwise operations:

g—1
Mo ii= Y im2™ € 0,29 — 1] = (ig @ ir, -+ ig_2 Dig_1,ig1) € (Z/2Z)°.
m=0
When S = {e1, -, ey}, we may then try to find a Hamiltonian path of the form

1 := A o1yg, where A is an automorphism of the Hypercube.

Lemma 3.5. [31, Corollary 14] All automorphisms of the Hypercube are of the
form Ay 21 € (Z)27)9 — ioo + v € (Z/27) with i00 = (ig(m))1<m<g;
o €6(g) and v € (Z/27.)9.
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Hence, to find a Hamiltonian path from 79, we try the A, ong for all o € &(g)
and v € (Z/27,)9. This amounts to 29¢g! Hypercube automorphisms to try (e.g. 384
in dimension g = 4).

Remark 3.6. In the case S = {ei, - ,e,} and in low dimension (e.g. g < 4),
we have such a limited amount of graph automorphisms to try (29g!) that we can
actually try them all for every isogeny codomain computation. Since Algorithm 1
is constant time by design, we obtain a constant time solution to the HIIP with low
computational overhead. In practice, we can restrict ourselves to just a handful of
automorphisms of the hypercube (e.g. the A, o for o € &(g)).

Remark 3.7. Even though S = {e1,--- ,e,} is a big enough support for a Hamil-
tonian path to exist for generic isogeny computations, this may not always be the
case. In these cases, we can either add vectors to S (e.g. of Hamming weight 2)
or solve the HIIP with other subgraphs than Hamiltonian paths with a higher cost
than Algorithm 1 (or do both). Note that when S grows, we may also consider
more graph automorphisms than in Lemma 3.5. This is a trade-off between sums
of points to compute (following Equation (3)) and graph automorphisms to consider
on the one hand, and higher cost of the HIIP solution on the other hand.

In gt-Pegasis, the second 2-isogeny is a generic isogeny, however, a fifth vector
in the support S (either e; + e or e3 + e4) is sometimes necessary (see [7, § 4.3,
p. 24]), together with another Hamiltonian path not derived from the Gray-cycle,
in order to find a valid Hamiltonian path and solve the relevant HIIP in dimension
g = 4. We detail this case in Appendix D.

We shall see in Section 5.3 that computing a gluing isogeny from a product of 4
elliptic curves also requires to solve a HIIP in dimension g = 4 with S containing
5 elements while also considering non-Hamiltonian connected graphs with a Rabbit
structure (as defined in Definition 5.2).

4. SUPERGLUE IN 4D: IMPROVING GLUING FORMULAE ON A PRODUCT OF 4
ELLIPTIC CURVES

This section is motivated by the computation of gluing 2-isogenies starting from
products of four elliptic curves which appear in qt-Pegasis. Even though we work
in a more general setting, part of this section will be specific to qt-Pegasis. We
generalise to dimension 4 the approach introduced by Max Duparc in Superglue
[10] for 2-dimensional gluing 2-isogeny computations, aiming at efficient formulae
easy to implement in constant time.

Throughout this section, we fix a gluing 2-isogeny f : A — B, where A :=
an:l E,, is a product of Montgomery elliptic curves and B is a 4-dimensional non-
product principally polarised abelian variety. Let & := (S1,---,S4,T1, -+ ,Ty4) be
a symplectic basis of A[8] adapted to f (so that ker(f) = ([4]T1,---,[4]T4)). Let
© 4 be the level-2 theta structure on A induced by [2]% and © p be the level-2 theta
structure on B induced by f.(#) = ([2]f(S1), -, [2]1f(S4), f(T1),- -+, f(T4)).

4.1. Evaluation algorithm using barycentric coordinates. The approach
proposed in [10] to evaluate f at a point P € A is to use a fixed auxiliary point
T € A and Mumford’s duplication formula [14] (see also [16, Lemma 6.1.12]):

9) UP(f(P)) @ UP(f(T)) = H (6/(P+T) © 04(P - T)),
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In practice (e.g. in qt-Pegasis), the auxiliary point is a 16-torsion point lying over
ker(f). We shall explain in Section 4.2 how to compute the needed inverse dual
image theta point UZ(f(T))®~! by solving an instance of the HIIP.

We now explain how to compute 64(P + T) ® 04(P — T). Let m € {1,--- ,4}
and (T : Ym : Zm) be the projective coordinates of E,,. Assume we are given
for all m € {1,---,4} a level-2 theta structure O, on E,, induced by a basis
B = Vi, Win) of E,,[4] with x,,(Wy,) = —2m (W), so that associated theta
coordinates are, following [16, Proposition 5.3.47], of the form

(10) OF™ (T - Yt 2m) = (@ (T — Zm) = b (T + 2m)),
and with (ap, : bp) == (T (Vin) + 2m(Vin) © @m (Vi) — 2m (Vi) the theta null point.

Lemma 4.1. The product theta coordinates of a point X = (xm : Ym
Zm))1<m<4 € A are given by:

®fn:19Em (X) = (®§1:1(amabm)) © (F(®fn:1($mazm)))

where H : (xi)ie(z/2z)s — (Zje(Z/QZ)4(_1)< |~‘>xJ> — (with 1 :=
(1,1,1,1)) is the bitflipped Hadamard transform.
Proof. Let us write xg, = &m and 1, = 2z, for all m € {1,---,4}. Then
Equation (10) ensures that

107 (X) = @ — 1 (am (T — 2m) ¢ b (T + 2m))

= (®er 1 am; m @ m=1 xm —2Zm ' Tm +Zm)>

):b
(®5
= (®fn 1 am7 m @ (H $0m+ 1 iml‘l,m))
i€(z/272)*

m=1

= (&m=1(am, bm) < (=m0
Je(z/22) 4m 1 ie(z,/22)

- (®f” l(am’bm)) GF Q= 1($m,2m))
as desired. O

Let N; be the change of coordinates matrix from product (z : z) coordinates to
product theta coordinates ® HE"L on A. By Lemma 4.1, it acts on vectors as
X — (@p—1(Am, b)) © H(x). Let N, be the change of theta coordinates matrix
from the product theta structure ®fn:1 O, to ©4. By |9, Theorem 12|, N2 can

be computed from the symplectic change of basis from ®fn=1 B to [2]B. Let
N := Ny - N;. Then, we have:

(11) 04 P+T)© 0 (P —T) = (N-@h_y (2m(Prn +T™), 250 (P + T™)))
© (N @i (@m (P = T™), 200 (P — T™)))
with component-wise decompositions P := (P;,--- ,P;) and T := (TM) ... T®),
To compute 84 (P +T)® 64 (P —T), we could use Equation (11) directly. However,
[10] already proposes an alternate method in dimension 2 exploiting the symmetries

of the formula, also making it easier to use points on the quadratic twist of A in
order to work on a smaller base field k. The idea is to express P, + T(") and
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Py, — T(™) simultaneously with barycentric coordinates, whose definition is recalled
below.

Definition 4.2. [10, Definition 6 and Proposition 2] Let E be a Montgomery
elliptic curve of equation y?> = 2% + az? + x and E! : By? = 23 + ax? + z be a
quadratic twist, where o € k and 3 € k* is not a square. Let P,Q € E(k) U Et(k)
such that P # +@Q. The barycentric coordinates of (P, Q) form a projective point
(u:v:w) € P2(k) such that P+ Q = (zg : 2¢) and P — Q = (25 : z5) on the
Kummer line E/+, where:

Tg =u—0piQu, =g =u+0pigv and zg =z2g=w,
dp:=1if P € E, p := /P otherwise and ¢ is defined similarly.

We can apply [10, Algorithm 2] to compute barycentric coordinates from P #
+(@). However, we also need to treat the case P = 4@ in our applications. We
slightly modify the previous definition to that end. In the case P = +@Q, the v
coeflicient sees its position swapped, meaning that

T =To =1U, 2p=w—0piQu and 2z =w+JIpdgu.

In [32, Appendix E|, we adapt [10, Algorithm 2] into a general algorithm compatible
with both twists and zero points. For all m € {1,--- ,4}, we can then compute the
barycentric coordinates (U, : U : Wy,) of (P, T™) with 14M + 58 + 2m + 13a.

Remark 4.3. In order to simplify already heavy notations, we assume in the
following that P, # +T,, for all m € {1,--- ,4} and illustrate the general case in
[32, Appendix E].

Lemma 4.4. Assume that either P, € E,, for all m € [1,4] or P,, € E!, for
all m € [1,4], and similarly for the TU™). Also assume that P, # £T) for all
m € [1,4]. Let B € k* be a common twisting coefficient of EX : fy* = 23 +ama*+x
for allm e {1,---,4}. Then

AP +T)® 0P —T)=(N-u)®? — ApAp(N - v)2,
where

A ._{ 1 ifvme[l,4], P, € E, A __{ 1 ifVYme[1,4], T™ € E,,
P= 1B ifvme[1,4], PneE, > =T 7 L B ifvme[1,4], T™ e Et

u:=up @uzy + ApArvip ®Vay, Vi=Ujp ® Vag + Vig @ Usy,
and fori,j € [1,4],

U;u; + APATUZ‘U]‘ U V; + UV
(12) u;j = L and v;j = v
U W Vi Wy
W;Wj 0

Proof. Since (ty, : U, : Wy,) are the barycentric coordinates of (P,,, T(™)), we have
St (2m (P £ T™), 2 (P £ T™) ) = @3y ((tn, W) F 0, 570m (v, 0))

= ®p_ ((um,wm) F APAT(vm,O))

= (u12 F APATV12) ® <u34 F APATV34)

=Uj2 @Uss + ApArvis ® Vs
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FVAPAT (u12 ® V34 + Vi ® uzy)
=uF VApArv
Then, we get by Equation (11):
0P +T)® 04 (P —-T)=(N-(u—+/ApArv))® (N (u+/ApArv))
=(N-u)® - ApAp(N - v)®?
This completes the proof. ([l

We summarise the new evaluation algorithm we propose in Algorithm 2, with a
detailed account of its computational cost.

Remark 4.5. Let us compare Algorithm 2 with the inversion free version [16,
Algorithm 6.6] of the state of the art algorithm for gluing isogeny evaluation in-
troduced in [9, Algorithm 5. In order to evaluate P € A, [16, Algorithm 6.6] uses
n auxiliary points 7" € A[4] such that [2]T" € ker(f) and claims a computational
cost of (6n +29)M + 16(n + 1)S + 64(n + 2)a in dimension 4 when §4(P) and the
64 (P +T') are given. To obtain a fair comparison, we account for the cost when
P and the T” are given on entry as tuples of elliptic curve points. Using Jacobian
coordinates, the computation of the P + T" costs 4n(17M + 6S + 13a) [20, Algo-
rithm 8.12]. We can then compute ®2,_; (2 (P), 2, (P)) in 24M by computing
@2, _1(m(P), 2, (P)) and ®2 _5 (2, (P), 2, (P)) (in 2 x 4M), and then their tensor
product (in 16M). To obtain §“(P), we can then apply the twisted Hadamard H
to @4, _1(xm(P), 2, (P)), multiply by ®2 _;(@m,bm) and then by Ny, which costs
16M + 256m + 304a. The same can be done to obtain the 4 (P +T") from P+1T".

On the whole, the total cost of this gluing evaluation method is (114n 4 69)M +
(40n + 16)S + 256(n + 1)m + (420n + 432)a. In practice (e.g. in qt-Pegasis), we
expect to need at least n = 2 auxiliary points T’, so the state of the art cost is at
least 281M +96S 4 768m+1272a, to be compared with 171M +52S +541m+ 829a.

In addition to this clear computational cost gain (by almost a factor 2, at least),
Algorithm 2 is equipped to use points on the twist, allowing further cost gains
by working over a smaller base field k. Also note that unlike [16, Algorithm 6.6],
Algorithm 2 does not contain conditional branching?® which facilitates constant
time implementations.

Remark 4.6. By [9, Theorem 12], the coefficients of the change of theta coordinates
matrix Ny are sums of fourth roots of unity, so we expect multiplications by these
coeflicients to be cheap to compute. Also note that the accounted cost of matrix
vector multiplication by Na (256m + 240a) is an upper bound and can be much
cheaper in practice (see Section 5.2).

4.2. Computing an inverse codomain theta point. In this paragraph, we ad-
dress the computation of the inverse image dual theta auxiliary point UP (f(T))®~*
needed for the gluing evaluation (as input of Algorithm 2). As in Section 3.1, as-

sume we are given T1,--- ,Ty € A[8] such that ker(f) = ([4]T1,--- ,[4]Ty). Then,
we can apply Equation (9) to T and Tj := anzl[jm]Tm for some j € (Z/27,)*,
(13) UP(£(T) @ UP(£(T3)) = HONT + T3) © 0T — T)).

2Aside from the computation of Ap and A which trivially depend on input points.
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Algorithm 2: Superglue4D: gluing evaluation algorithm on a product of 4
elliptic curves.

Data: A point P € A = Hle E,orPeA = H?Zl E! to evaluate, an
auxiliary point 7 € A or T' € At, its inverse image UZ(f(T))® 7!,
the product theta null point ®2 _, (ayn, by, ) and the change of theta
coordinates matrix Ny € GL1g(k).

Result: The image theta point 07 (f(P)).

1 form=1to4do
2 Call [10, Algorithm 2] to compute the barycentric coordinates
(U 2 Uy 2 Wyy) OF (P, T // 4(14M + 5S + 2m + 13a)

3 end
4 Compute uj2 and ugy from Equation (12), (17), (18) or (19) in [32];

// 2(5M+m +a)
5 Compute vi2 and vsy4 from Equation (12), (17), (18) or (19) in [32];

// 2(4M + a)

6 U< U2 ®Uusy ; // 16M
7u< u+ApArvis @ vy ; // 9M + 3m + 9a
8 V< U2 ® Vg + Vig ® Usy; //2X12M—|—12&
9 w < H(u) (recursive Hadamard [9, Algorithm 19] and swapping
coordinates); // 64a
10 x + H(v); // 64a
11 W (@01 (ms b)) O W, X = (®7,1 (@ b)) O X 5 // 2 x 16M
12w+ No-w,x+ Ny-x; // 2(256m + 240a)
13 W+ w92 x + x0?; // 2 x 168
14 4P+ T)®04(P-T) +w— ApArx ; // 16m + 16a
15 UB(f(P)) + HOANP+T)o 4P -T)); // 64a
16 UP(f(P)) « UP((P)) © UP(F(T))° ; //16M
11 65 (F(P)) + HUP(f(P))); // 64a
18 return 65(f(P)) ; // Total cost: 171M + 528 4 541m + 829a

Given the m; == H(OAT + T3) ©® 04T — T;)); for all i € (Z/27)* and j € S,
for some support S C (Z/27Z)*, we define an instance of the HIIP (Problem 3.1),
whose solution is UZ(f(T))°~ 1.

We choose T so that UP (f(T)) does not vanish and the associated HIIP instance
admits a solution, and choose S big enough so that the codomain graph G is
connected, and we have enough equations to determine a unique solution to the
HIIP by Theorem 3.2. In the qt-Pegasis context, for efficiency reasons, T" is a 16-
torsion point such that [8]T € ker(f) and S contains 5 points. We also use a slightly
modified version of Algorithm 1, specialised to the graph we encounter, which does
not admit a Hamiltonian path due to its Rabbit structure (see Definition 5.2). A
detailed account of this method in constant time is provided in Section 5.3 and
Appendix C.
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5. APPLICATION TO QT-PEGASIS

5.1. Summary of qt-Pegasis. The goal of qt-Pegasis [7] is to compute the action
by any ideal on oriented supersingular elliptic curves. In the following, we focus on
the implemented version of gt-Pegasis in the CSURF [33] context. We consider a
prime of the form p = ¢2/ — 1 (with ¢ small), and the set of supersingular elliptic
curves E defined over I}, in Montgomery form, which are oriented by the quadratic
imaginary order O := Z[(y/—p + 1)/2] i.e. that admit a maximal embedding O —
End(E). Here, /—p corresponds to the Frobenius endomorphism m, : (z,y) €
E+— (2P,y?) € E and © ~ Endyp, (E).

To compute E,, resulting from the action of an ideal a C O on an D-oriented
curve F, we first solve a norm equation

4
(14) > N(by) =27,

with e = f—3 and ideals b, ~ a satisfying additional conditions (e.g. [7, Lemmas 4-
5]). We then use the solution by, --,by to compute a 4-dimensional 2°-isogeny
F:FE* & E, x BEs x A, where A is an abelian surface. Finally, E, is extracted from
the codomain of F. We focus on the computation of F' in the following.

Using [6, Lemma D.2|, we can easily find a basis (P,Q) of E[2°T2] such that
P € E(F,) and Q € E*(IF,), so that the basis can be defined with F,-rational
coordinates only (either on the curve E or its twist E*) instead of F,2-rational
coordinates. From (P, Q) and a solution to Equation (14), we can compute 2°2-
torsion points 74,---,Ty such that ker(F) = ([4|T1,---,[4]T,), where T1,T5 €
EYF,) and T3, Ty € (EY)*(F,) |7, Equation (11)]. As explained in Section 2.6, by
using such torsion points above ker(F'), we can compute F' as a chain of 2-isogenies:
fe—1

Ag=FE* P ya 4, 0 A, Ag ) Iy A, = B, x Bz x A,

with operations over IF,, only. Conditions are enforced to ensure that f; : E* > A
is a gluing isogeny and the f; : A;—1 — A; for i > 2 are generic isogenies |7,
Lemmas 4-5]. In [7], it was observed experimentally that the 2-isogenies f; : 4;_1 —
A; for ¢ > 2 can be computed over IF,,. However, no algorithm was proposed to
compute the first isogeny fi : E* — A; over I, instead of Isz.?’ Neither was it
explained how f; could be computed in constant time, regardless of the solution of
Equation (14) depending on the secret value a. These issues are fully addressed in
Sections 5.2 and 5.3.

5.2. On the gluing evaluation algorithm. In this paragraph, we illustrate how
Algorithm 2 can be used to evaluate the gluing isogeny f; : E* — A; by working
only over I, and in constant time, while further optimising the number of needed
IF,-arithmetic operations.

First, let us remark that p =3 mod 4 so that —1 is not a square in I, and we
can set the twisting parameter to 8 = —1. If E has equation 32 = 23 + az? + z,
its quadratic twist E? should have equation —y? = 2% + ax? + z. Consequently, in
Algorithm 2, we have Ap, Ay € {—1,1} and the multiplications by ApAr can be
done with (constant time) conditional negations.

3In particular, it was not explained how we can work with sums of points P+Q with P € E(IFp)
and Q € EY(F,) that are necessary for computing and evaluating fi and defined over F,2 in
general.
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Assume that we only evaluate points P € E4(F,) or P € (E')*(IF,). Also assume
that the auxiliary point T either belongs to E*(F,) or (E*)*(IF,). As we shall see
in Section 5.3, T is a 16-torsion point either equal to [2°72](T} + T») € E*(F,) or
[2¢72](T5 +Ty) € (EY)*(IF,), where the T),, have been introduced in Section 5.1. By
[10, Proposition 2], the barycentric coordinates of the components of P and T are
then defined over IF, and hence, all computations in Algorithm 2 take place over
IF, and provided U4t (f(T))®~L, the product theta null point (a,b)®* of E* and
the change of theta coordinates matrix Ny are defined over IF,,, then all the gluing
are defined over IF),.

We shall see in Section 5.3 that U4 (f(T))©~ is solution of a HIIP defined over
F, so it is defined over F,,. In [7], it is also assumed that the Montgomery coefficient
a of E is such that a—2 is not a square, so that 4-torsion points of E*(F,) are of the
form (+1 : * : 1) and we must have [2¢]Q = (&1 : * : 1) (where the 2°T2-torsion basis
(P, Q) has been defined in Section 5.1). Hence, the 4-torsion basis ([2°]P, [2°]Q)
defines a theta null point (a : b) = (z([2°]P) + 2([2°]P) : z([2°]P) — 2([2°]P)), up
to a switch of coordinates (see [7, p. 37]). This is defined over F,, so the product
theta null point (a,b)®* is defined over F,,.

Finally, it remains to explain why the change of theta coordinates matrix Ny is
defined over IF,, and how it can be applied at cheap cost and in constant time. This
matrix can be computed by applying [9, Theorem 12] to the symplectic change of ba-
sis matrix of E4[4] given by Equation (15) (Appendix A) expressed with coefficients
ny = 1,3 mod 4 and o01,09,03,04 € Z/47.. These values depend on the solution
of Equation (14) and satisfy the conditions from [7, Lemmas 4-5], which ensure
that f; : E* — A; is a gluing isogeny and that fo : A} — A, is a generic isogeny.
There are only 32 possible values for ny,01,09,03,04 to be enumerated. By enu-
merating all of them, we obtain only 4 possible matrices Ny whose coefficients are
always —1,0,1 € IF,,. These matrices and the corresponding values n1, 01, 02,03, 04
are presented in Appendix A. These matrices N5 are, up to index reordering, 4
separate dimension-2 Hadamard transforms and are therefore computable in only
32a with [9, Algorithm 19| (to be compared with naive Hadamard matrix vector
multiplication using 256m + 240a). Given the structure of Ny, it can be applied
in constant time, independently of the values ni,01,09,03,04. This explains how
Algorithm 2 can run in constant time independently of inputs, with arithmetic
operations over IF, only and at the reduced cost of 171M + 52S + 21m + 421a.

5.3. A tale of rabbits: on the gluing image inverse dual theta point
computation. In this paragraph, we explain the choice of auxiliary point T
used to evaluate f; with Algorithm 2 and how to compute U4 (f1 (7))~ with
the method suggested in Section 4.2. The choices of T" and of the method to
find UA1(f1(T))®~! are made to ensure we only work over I,. Depending on
the values of the coefficients ny,01,09,03,04 introduced in Section 5.2, we ei-
ther have T := [2°72|(T1 + Tz) € E*(F,) or T = [2°7%(T3 + Ty) € (EY)*(F,).
When T := [2¢72](T} + T3), we use Equation (13) with indices j in the support
S :={e1,e9,€3,€4,€3 + €4}, i.e. we use equations:

UL (f1(T)) @ U (f1([2°7 1 Tom)) = H(0F (T + [2°1T0) © 67 (T — 2271 T))
(G =em, me[L4])

U (fU(T)) @ UM (f1(12°7 Y (Ts + Tu))) = H(OF (T + 27 (T3 + Tw)) © 65 (T — [2°71(T5 + Tw)))
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(J=e3+eq)

Since T+ [2¢7 1Ty = [3-2¢7 2Ty +[2°7 2|1 € E4(F,) and T —[2¢7 1Ty = [2¢72|T1 —
[2¢72]Ty € E*(F,), the right side of the first equation above (j = e1) can be
computed over I,,. The same applies for the second equation above (j = ez). For
the last three equations, the right terms can also be computed over I, by using the
formula from Lemma 4.4. Hence, we obtain an instance of the HIIP defined over
F,. Similarly, when T := [2¢72](T3 4 Ty), we use Equation (13) with indices j in
the support S := {e,es,e3,€4,€1 + €2} and also obtain an instance of the HITP
defined over ).

Remark 5.1. This choice of 16-torsion auxiliary point can be used for the com-
putation of the second 2-isogeny of the chain f5 : Ay — Ay, where a fifth point is
needed on the support to compute it (see 7, p. 24] and Appendix D. This allows
another optimisation.

As we claimed in Remark 3.7 and Algorithm 2, the codomain graphs underlying
the gluing isogenies in qt-Pegasis are not Hamiltonian and we therefore cannot
solve the HIIP using Algorithm 1. Obtaining Hamiltonian paths would require
considering bigger supports S, which would make it impossible to work solely over
IF,,. Thankfully, using S as detailed above is sufficient to ensure that our codomain
graph G is connected. It has in fact a Rabbit structure (see Figure 1), as defined
below.

Definition 5.2. A rabbit structure is a connected graph G with (Z/27.)9 as set of
verticies and two vertices ry,re € (Z/27)9 (called the ears) connected to the same
vertex and only that one. The subgraph G \ {r1,r2} is called the Rabbit’s body.

FIGURE 1. Rabbit skeleton (plain edges) included in a rabbit
structure (dotted edges) in dimension g = 4 from an instance of the
HIIP. This corresponds to the rabbit of type 7 in Table 6. Vectors
i € (Z/27Z)* are represented as integers decomposed in base 2 as
11 + 2ip + 413 + 8ig.

To compute U4 (f1(T))®~!, with a 5-elements support S as above, we solve the
relevant HIIP instance with an approach close to Algorithm 1. Instead of using a
Hamiltonian path in G, we use a rabbit skeleton made of the two ears rq, ro together
with a Hamiltonian path in G \ {r1,r2}. We refer to Appendix C for algorithmic
details. Note that the relevant support and rabbit skeleton can be selected very
fast and in constant time from the precomputed tables of Appendix B.
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5.4. Experimental results. Using our new formulae, we constructed the first
C-implementation of 4-dimensional 2-isogenies that computes the 4-dimensional
isogeny chain of qt-Pegasis in constant time*. It can be found in the following

repository:
https://github.com/Pierrick-Dartois/qt-pegasis-Fp.
The performance of our C-implementation was evaluated on both ARM-64bits

architecture® and x86-64bits architecture®. The results are shown in Table 1, to-
gether with practical timing collected using a more recent Apple CPU”.

TABLE 1. Performance of the C-implementation of 4-dimensional
chain of qt-Pegasis in CPU Mcycles. Results are the average of
100 benchmark runs.

[logs(p)] D \ ARM® (Mcycles)  X86° (Mcycles) \ Timing’ (ms)
505 272500 1 146.95 274.38 23.94
1008 1521004 _ 1 871.34 1627.05 146.19
1525 5.21522 _q 3163.05 5208.81 543.01
2017 5.922014 _ q 7041.82 11192.45 1222.96
4030 45 . 24024 _q 55228.89 83757.68 10654.93

Additionally, to compare our new formulae to the previous methods detailed in
[9, § 4.2] and [16, § 6.1], we also implemented our new formulae into the SageMath
implementation of qt-Pegasis [34]. The comparison is highlighted in Table 2. Our
new formulae achieve a total speed-up between 5.7 and 19% of qt-Pegasis, depending
on the prime size, with an acceleration of 3.2-17% of the isogeny chain computation
(Step 3) and an acceleration of 35-58% of the elliptic curve arithmetic needed to
compute kernel points, by working over I, instead of IF2 (Step 2).

APPENDIX A. GLUING CHANGE OF THETA COORDINATES MATRICES IN
QT-PEGASIS

We present below the values of the change of theta coordinates matrices Ny
depending on the values of the coefficients n1, 01, 02, 03, 04. These are obtained by
applying [9, Theorem 12] to the symplectic change of basis matrix below:

4H0wever, the norm equation solver (Step 1 in Table 2), which is not the focus of this paper,
is not implemented in constant time (and not yet part of the C library, as we use precomputed
SageMath solutions).

5Apple M1 Pro 8 cores CPU with nominal clock speed 3.2 GHz, running macOS 15.6.1 and
using Clang v16.0.0.

6Intel Xeon(R) CPU E5-1650 v3 6 cores with nominal clock speed 3.5 GHz, running Manjaro
5.10.237, and using gcc 15.1.1.

7Apple M4 Pro CPU with nominal clock speed of 4.5 GHz, running macOS 26.2 and using
Clang v17.0.0.
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TABLE 2. Comparison between new and old formulae in the Sage-
Math implementation of qt-Pegasis. Steps 1, 2 and 3 correspond
respectively to the norm equation solving, kernel points computa-
tion and isogeny chain computation. Results are the average of
100 runs on an AMD Ryzen 77840 U 8 cores CPU with 3.3 GHz
clock speed, running Ubuntu 24.04.02 LTS, using SageMath 10.6
and Python 3.12.11.

| Timings with old formulae (s) | Timings with new formulae (s)

[logo(p)] | Step1 Step 2 Step3 Total | Step 1 Step 2 Step3  Total

205 0.012 0.43 0.702  0.757 | 0.012 0.018 0.583 0.613
1008 0.028 0.15 1.976  2.155 | 0.028 0.069  1.792 1.889
1525 0.028 0.355 4.133 4.516 | 0.034 0.175  3.804 4.013
2017 0.063 0.652 7446 8.152 | 0.062 0.367  7.002 7.431
4030 0.691 3.261 37474 41.426 | 0.680 2.110 36.283 39.073

0 0 0 0 ny 0 0 0
0 0 0 0 0 m 0 0
0 0 —N103 —N102 g3 02 0 0
(15) 0 0 nio01 —Nn104 —01 04 0 0
-1 0 0 0 0 0 1 0 ’
0 -1 0 0 0 0 0 1
0 0 0 0 0 0 nios nioy
0 0 0 0 0 0 —MNni102 N103
o1 o2 o3 o4 | Typet of No o1 02 o3 o4 | Typet of Ng
o 1 1 3 1 1 3 1 0 4
0 1 3 1 1 1 3 3 0 4
0o 3 1 3 1 3 0 1 3 2
0o 3 3 1 1 3 0 3 1 2
1 0 1 3 2 3 1 0 1 3
1 0 3 1 2 3 1 0 3 3
1 3 0 1 3 3 1 1 0 4
13 0 3 3 3 1 3 0 4

TABLE 3. Exhaustive list of the wvalid values of coefficients
01,09, 03,04 modulo 4, with n; any odd integer modulo 4.

For all cases listed in Table 3, there exists a unique index ¢ € {1,2,3,4} such
that oy = 0 (mod 4). This index is the type of the matrix Ny. The matrix can
be expressed as Ny := (I4 ® Hy) - P;, where Hy is the 4 x 4 Hadamard transform
matrix and P; is a permutation matrix. Here, P; corresponds to a permutation
p: € G616 determined by the type ¢ of No. The explicit list of permutations is
detailed in Table 4 and the corresponding full 16 x 16 matrices Ny are presented
in [32, Appendix A].
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Type t of No pt € Gig

1 ( 01 2 3 45 6 7 8 9 10 11 12 13 14 15 )
0O 5 10 15 4 1 14 11 12 9 6 3 &8 13 2 7

9 ( 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 )
0 5 10 15 12 9 6 3 8 13 2 7 4 1 14 11

3 < 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 )
05 10 15 12 9 6 3 4 1 14 11 &8 13 2 7

4 ( 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 )
0 5 10 15 8 13 2 7 12 9 6 3 4 1 14 11

TABLE 4. Permutations corresponding the different types of gluing
change of theta coordinates matrices in qt-Pegasis.

APPENDIX B. SUPPORT AND RABBIT SKELETONS FOR THE GLUING IMAGE
INVERSE DUAL THETA POINT COMPUTATION

Lemma B.1 (Rabbit classification lemma). In the context of qt-Pegasis:

(1) There exists exactly four rabbits, each uniquely characterized by the index of
its ear of Hamming weight 3. Concretely, r1 € {7,11,13,14}, and ro = 15.

(2) All rabbits are mutually isomorphic via coordinate permutations A,
(im)1<m<a = (ig(m))1<m<4, with o € V4 C &4 Klein’s four-group.

(8) Every rabbit admits a rabbit skeleton: a spanning tree determined by a
triple (n,r1,72), where n : [0,29 — 3] — (Z/27)9 \ {r1,r2} is a Hamil-
tonian path in the rabbit body, satisfying {n(i),n(i + 1)} € E for alli €
[0,29 — 4], and such that both {n(0),r1} € E and {n(0),r2} € E. (See
Figure 1.)

Proof. The auxiliary points 7' and rabbits structures obtained for all values
ny,01,02,03,04 are presented in Equation (17) and in Tables 5 and 6 below. Fol-
lowing the approach of |7, pp. 36-38|, these have been computed symbolically with
scripts available in the code by identifying the zero values of the UiA1 (f1([2¢71Ty))
for i,j € (Z/2Z)*. Applying Equation (9), to [2¢7!]T}, we obtain

(16) U (f1([27YT3)®% = H(OP ([2°]T3) © 07 (054)),

where 6F" (0Oga) can be computed by applying the change of theta coordinates ma-
trix N3 to the theta product null point ®* _,(a,b) of E* ((a,b) being the symbolic
theta null point of E), and where [2°]Tj is a 4-torsion point that can be expressed
as a linear combination of ([2¢]P, [2¢]Q) involving the ny, 01, 02,03,04. Using the
theta coordinates 6% ([2°u] P + [2¢0]Q) for u,v € Z/4Z from [7, Table 3] expressed
with symbolic theta constants a and b, we can express the product theta coor-
dinates @2, _ 07 ([2°]T}) and apply the change of theta coordinates matrix Ny to
express 0E4([26]Tj), as desired. From these expressions and Equation (16), we can
find the zero values of U™ (f1([2¢1]T})) and infer rabbit skeletons for all values
ny,o1,02,03,04 € Z/47Z listed in Table 3. O

The type of rabbit is characterised by the following conditions on 01,092, 03,04 €
7./]47.
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7T = (((71 :0)/\(0'2(74: 1))\/((0’3:0)/\(020'4:3))
(17) — 14 <<= ((0‘1 :0)/\(0'20'4:3))\/((0'3:0)/\(0'20'42 1))
! 11 ((0’2:0)/\(0'10'3:1))\/((0’420)/\(0'10'323))
13 = ((03 = 0) A (o105 = 3)) V (04 = 0) A (105 = 1)
Rabbit type | Auxiliary point T Support S

7 [2672}(T1 +T2) {81782,83,94,93 +e4}
11 [ K ) {61,62,63,64,63 +e4}
13 [2¢72)(T3 +Ty) {e1,ez,e3,e4,€; +eo}
14 [ }( ) {61,62,63,64,61 +62}

TABLE 5. Auxiliary points and support corresponding to all rabbit types.

Rabbit type | Ear r; Ear ro Body 7(¢) for i € [0, 13]
7 7 15 3,11,9,5,4,6,2,10,8,0, 1, 13, 12, 14
11 11 15 3,7,6,10,8,9,1,5,4,0,2, 14, 12, 13
13 13 15 12,14,6,5 1,9, 8,10,2,0,4, 7, 3, 11
14 14 15 12,13,9,10,2,6, 4,5, 1,0, 8, 11, 3, 7

TABLE 6. Rabbit skeletons of different types. Vectors i € (Z/27)*
are represented as integers decomposed in base 2 as i1 + 2io +4i3 +
8i4.

APPENDIX C. COMPUTING AN INSTANCE OF THE HIIP OoN A RABBIT

Let G := ((Z/2Z)%,E), S, (7i;)ic(z/2z)s jes and X := (Ti)ic(z/2z)s define an
instance of the HIIP (with the notations from Section 3.1) and let (1,r1,r2) be a
rabbit skeleton. In order to compute Equation (5) efficiently, we reuse the ideas
of Section 3.3 and adapt them to rabbits. We define s; := n(i + 1) — n(7) for all
i € [[0,29 — 3] and we also define t; := r; —77(0) € S for i € {1,2}. We then see
that

29 -4
x@*l =7 - T . T (s
ry — T'n(0),t1 ra,ts n(j+1),s;
Jj=0
29 -4
x@*l =1 ST . T
ro = Tritr " Tp(0), b2 n(j+1).s;
j=0

i—1 29 -4
Vi € IIO’ 29 — 3]] ) 1,7(;)(;)1 = Trity " Troto ° (H W"l(])@/) ’ ( H 7T7](j+1),s]')
Jj=0 Jj=i

We can then adapt the iterative computation of py (i) and pr(i) from Section 3.3
and compute all their values in (2-29 — 5)M. We can then compute all ="~ for
all i # ry using (29 — 2)M while computing m?;l can be done using an additional


https://orcid.org/0009-0008-2808-9867
https://orcid.org/0009-0001-4179-9547

Algorithmic Number Theory Symposium XVII, Groningen, July 6-10, 2026

CHASING RABBITS THROUGH HYPERCUBES 23

2M. In total, computing the HIIP over rabbits cost (3-29 —5)M, i.e. using exactly
one more multiplication than the generic case from Section 3.3.

APPENDIX D. COMPUTING THE SECOND 2-ISOGENY IN QT-PEGASIS

It was experimentally observed in [7, § 4.3, p. 24] that the second 2-isogeny of
the chain f : A7 — Ay in qt-Pegasis, though generic, could not be computed
via the usual methods from [9, § 4.2] and [16, § 6.1.2] using only four 8-torsion
points ([2¢72]f1(T;,) for m € [1,4]) to derive its codomain inverse dual theta
null point UA2 (04,)°1. Indeed, the codomain graph obtained with a support
S = {eq, eq,e3,e4} was not connected in some cases, which made it impossible to
determine a unique solution to the relevant HIIP instance by Theorem 3.2.

It is actually sufficient to add a fifth vector to the support to make the codomain
graph connected. Depending on the auxiliary point T used for the gluing isogeny
computation (see Remark 5.1 and Table 5), we either add e; + €5 or e3 + e4 to the
support in order to reuse fi(T). Using [2¢72]f1(T1), -, [2°72]f1(T4) and f1(T),
we can then find a Hamiltonian path to solve the relevant HITP with Algorithm 1.
However, as we have seen in Remark 3.7, we cannot use the method suggested
in Section 2.6 to find a Hamiltonian path, by acting with automorphisms of the
Tesseract® from Lemma 3.5 on the Gray Hamiltonian cycle. Indeed, the orbit under
this action only contains Hamiltonian cycles of the Tesseract, whose adjacent points
are always separated by a vector of Hamming weight 1 and never by our fifth
support vector of Hamming weight 2. Because of this fifth point in the support
(S ={e1,e2,e3,e4,€e; + €;} with (4,5) € {(1,2),(3,4)}), our codomain graph G =
((Z/27Z)*,E) is a subgraph of the extended Tesseract Gg := ((Z,/27)*, Es), where
{i,i+j} € Es if and only if j € S. To find a Hamiltonian path in G, we may then
act with the group of automorphisms of Gg, given by the following.

Lemma D.1.
(i) If S = {e1,e2,€3,€4,€5 + €4}, all automorphisms of Gs are of the form
(7;17 7:27 i37 7’4) — (ial(l) + V1, i01(2) + V2, 0-2(2.37 Z'4))7
with o1 € Gy, v € (Z/27)* and o2 € &((Z/27)?%), a permutation of
(7./27,)2.
(i1) If S = {e1,eq,e3,€4,€1 + €3}, all automorphisms of Gg are of the form
(ila i2,13, Z4) — (UQ(ilv i2)7 7:0'1(1)-%-2 + 1, i01(2)+2 + U2)a
with o1 € Gq, v € (Z/27)? and 05 € S((Z/27)?).
Proof. (i) is a straightforward consequence of [35, § 3]. We see G g as the Cartesian
product of the square Q2 (hypercube of dimension 2), corresponding to indices
11,42, and the complete graph with 4 elements K, corresponding to indices i3, 4.
Then [35, Lemma 3.4] ensures that Aut(Gg) ~ Aut(Q2) x Aut(K,), where we know
that
Aut(Q2) = {(i1,42) — (igl(1)+2 + 01,40, (2)42 + vg) | o1 € Ga,v € (Z/QZ)Q}7

by Lemma 3.5 and where Aut(K,) ~ &((Z/27)%). (i) follows immediately, and
(1) follows from (i) by permutation of indices. O

8Hypercube of dimension 4



24

Algorithmic Number Theory Symposium XVII, Groningen, July 6-10, 2026

PIERRICK DARTOIS® AND MAX DUPARC

In practice, acting with Aut(Gg) on the Gray Hamiltonian cycle is not always
sufficient to find a Hamiltonian path. We may need to compute the orbits un-
der the action of Aut(Gg) of other Hamiltonian paths containing adjacent points
separated by our fifth support vector. In our implementations, besides the Gray
Hamiltonian cycle, we act with Aut(Ggs) on the following Hamiltonian path given
by Table 7. This approach proved sufficient and was exhaustively validated across
all 8192 instances of second isogenies in qt-Pegasis.

Support Hamiltonian path 7(4) for ¢ € [0, 15]
S=1{er,ese5,01,01 165 | 6,5, 4,0, 1, 3,210, 11, 9, 8, 12, 13, 14, 15, 7
S = {61762,63,64,63 +e4} 6, 5, 4,0, 8,12, 13,9, 1, 2, 10, 14, 15, 11, 3, 7

(1]

2]

3

[4

(5]

6

[7

[8

[9

[10]

[11]

TABLE 7. Additional starting Hamiltonian path used in addition
to the Gray Hamiltonian cycle in order to compute a second orbit
under the action of Aut(Gg). Vectors i € (Z/2Z)* are represented
as integers decomposed in base 2 as i1 + 2io + 4ig + 8iy.
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