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ABSTRACT. We describe a Las Vegas algorithm for the principal ideal prob-
lem in matrix rings My (O) for g > 2, over maximal orders O in the rational
quaternion algebra Bp, oo ramified at co and a prime number p. Under plausi-
ble heuristic assumptions, the method has expected polynomial runtime. An
implementation in SageMath shows that it runs very efficiently in practice,
with compact output. Our main auxiliary result is a method for finding en-
domorphisms of superspecial abelian varieties (i.e., powers of supersingular
elliptic curves) with a prescribed kernel.

1. INTRODUCTION

In this article we study two closely related computational problems, sitting on
either side of Deuring’s correspondence, which establishes a bijection between su-
persingular elliptic curves over F, (up to isomorphism and Galois conjugacy) and
maximal orders in the unique rational quaternion algebra B, ., ramified precisely
at p and oo (up to conjugation). First, we consider the principal ideal problem
(PIP) in matrix rings over maximal orders in B o:

Problem 1.1. Let O C B, be a mazimal order. Given a left ideal I C My(O),
with g > 2, compute a matriz M € My(O) such that I = My(O) M.

Some authors refer to PIP as the “principalization problem”. Note that the output
is uniquely determined up to left-multiplication by a unit U € GL,4(0O).

Recall that, explicitly, the Deuring correspondence maps a supersingular elliptic
curve I to the unique conjugacy class of maximal orders O C B, o that admit a
ring isomorphism ¢ : O — End(E). We can then extend ¢ component-wise to an
isomorphism ¢4 : Mg(O) = My(End(E)) = End(E9). Our second problem is the
following kernel-to-matrix problem for superspecial abelian varieties, i.e., powers of
supersingular elliptic curves:

Problem 1.2. Let E be a supersingular elliptic curve over E, and let O C By
be a mazimal order with an explicit isomorphism ¢ : O — End(E). Given a finite
subgroup H C E9, with g > 2, compute a matrix M € My(O) such that the kernel
of t3(M) equals H.

We will motivate these problems shortly, but let us first discuss why they are well-
posed. Famous results by Eichler imply that as soon as a central simple Q-algebra B
is either not a quaternion algebra over QQ or unramified at oo, it necessarily contains
a unique maximal order O C B up to conjugation and its ideal class number is 1,
i.e., all left (or right) ideals I C O are principal [26, Thm. 34.9]. Both properties are
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intimately related. From this perspective B, o, which violates the assumptions, '
is a rather peculiar object within the realm of central simple Q-algebras. Crucially
for us, the assumptions do apply to My(Bp.o) as soon as g > 2. Since it can
be argued that M, (O) is a maximal order in My (B} o) whenever O is a maximal
order in B, o [26, Thm. 8.7], this implies that M, (O) is a principal ideal ring, hence
Problem 1.1 is indeed well-posed. To draw the same conclusion for Problem 1.2,
one can consider the left ideal of matrices M € My(O) for which «(M) annihilates
H; the joint kernel is precisely H (not larger). By Eichler’s results, this ideal must
be principal, therefore Problem 1.2 is also well-posed. It can be seen as a higher-
dimensional analog of the kernel-to-ideal problem for supersingular elliptic curves
that is ubiquitous in isogeny-based cryptography.

Remark 1.3. Looking ahead, our discussion will mainly flow in the opposite direc-
tion: we will address Problem 1.2 more or less directly, and then convert this into
a solution to Problem 1.1. In fact, our line of thought can be used to provide an
alternative proof that M, (0O) is a principal ideal ring.

It is interesting to view Problem 1.2 in the context of a result, usually attributed
to Deligne (and sometimes co-attributed to Ogus and/or Shioda), stating that

Eyx- - xE;,=FE) x---x E}

for any choice of supersingular elliptic curves Ey, ..., E,, E, ..., B over F,, as
soon as g > 2. This fact can be deduced from Eichler’s aforementioned results, see
e.g. [14, 22, 29]. Consequently, the bijection E — End(FE) between isomorphism
classes of supersingular elliptic curves up to Galois conjugacy and maximal orders in
B, up to conjugation extends in a trivial way to a bijection A — End(A) between
g-dimensional superspecial abelian varieties over F,, up to isomorphism (we do not
need Galois conjugacy) and maximal orders in My (B, o) up to conjugation, for
the simple reason that if g > 2 then both sides contain a single object only. This
sheds an alternative light on Problem 1.2: the isogeny EY — EY9/H is separable,
therefore the codomain is superspecial [5, App. C], hence admits an isomorphism
to EY9. So one sees that H must indeed be the kernel of an endomorphism ¢,(M) €
M, (End(E)) for some M € M,(O). Thanks to recent work by Gaudry, Soumier
and Spaenlehauer [13] this approach can in fact be made effective; see Remark 3.2.

Motivation and prior work. Problem 1.2 (kernel-to-matrix conversion) pops
up naturally in the design of cryptographic protocols from superspecial principally
polarized (p.p.) abelian varieties where knowledge of the endomorphism ring (in-
cluding the Rosati involution) is the trapdoor; see [4, §6] and [21]. As far as we
are aware, it was first studied by Chu in his PhD thesis [9] in an attempt to design
a Galbraith—Petit—Silva style signature scheme from superspecial p.p. abelian sur-
faces. Chu’s strategy was to reduce the problem to Problem 1.1 (PIP), as explained
above. He then devised a PIP solver for ¢ = 2 with sub-exponential runtime [9,
Ch. 2], by mimicking a method due to Page [23] for the principal ideal problem in
rational quaternion algebras that do not ramify at oo (to which Eichler’s results do
apply). However, this algorithm is too slow for constructive applications.

In [4, §4.2] it was observed that if H = Z/{Z x Z/¢Z for some prime number
¢ then a corresponding matrix M € My(O) can be written down essentially for

11t can be shown to contain about p/24 non-conjugate maximal orders, where each maximal
order has about twice as many left ideal classes [32, §42.3.8].
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free, without need to pass through PIP. Using recursion, this method extends to
groups H admitting a subgroup series 1 = Hy C H; C ... C H,_1 C H, = H all
of whose factor groups have the above shape. Since this covers the kernels of arbi-
trary polarized isogenies, this is good enough for most cryptographic applications.
Nevertheless it remains a compelling question whether such a direct method exists
for general groups, i.e., not passing via PIP, and whether it generalizes to arbitrary
g > 2. This was the motivating question for the article at hand. We will answer
the question in the affirmative, and show that the resulting ideas can be turned
into an efficient PIP solver, rather than the other way around.

Remark 1.4. Even when considering kernels H of polarized isogenies only, there
may be an efficiency gain in factoring H down to the level of cyclic groups, e.g.,
when using a list of precomputed matrices as in [4, Rem. 4.3]. Indeed, E?[{] contains
(€2 +1)(¢¥3 — 1)/(¢ — 1) subgroups of the form (Z/¢Z)? and only (¢* —1)/(¢ — 1)
subgroups of the form Z/¢Z.

The literature on the principal ideal problem is more extensive; see Page [23, §1],
Chu [9, §2.1.2] and Biasse-Fieker-Hoffman—Youmans [2, §1] for an overview of the
existing PIP solvers for maximal orders in various simple algebras (not restricted to
Q-algebras), including number fields. Let us highlight the work of Kirschmer and
Voight [18] who studied the problem for maximal orders in B, o, i.€., the case g = 1
of Problem 1.1 (with the promise that the input ideal I is principal), by reducing
it to lattice reduction in dimension 4. This technique fails for g > 2, essentially
because the norm form on Mg (B, ) is no longer quadratic.

Of utmost relevance is independent work by Page, Robert and Soumier [24]
who, also motivated by cryptography, describe a polynomial-time algorithm for
Problem 1.1.2 Our method is quite different from theirs. Firstly, it has a more
geometric flavor which, depending on the reader’s taste, may be found more con-
ceptual. Secondly and most importantly, we do not rely on the KLPT algorithm [19]
as a subroutine; this contrasts with [24] who invoke a g-fold application of KLPT.
Since KLPT is notorious for its long output, our algorithm returns a generator that
is considerably more compact; see Theorem 4.2 and Remark 4.4 for a discussion of
the case g = 2. It also conceivably runs faster in practice. Thirdly, the algorithm
from [24] has cleaner heuristic assumptions, only relying on the Generalized Rie-
mann Hypothesis (GRH). A common ingredient in both works is the special role
played by so-called extremal maximal orders Oy C B o, i.e., maximal orders con-
taining an imaginary quadratic order with a very small discriminant (in absolute
value). As explained below and also pointed out in [24, §2.1], it is easy to reduce
the principal ideal problem in any given maximal order A C My (B, ) to the case
A =My(Op) with Oy C By, an extremal maximal order.

Contributions. For matrix rings over extremal maximal orders, we prove:

Theorem 1.5 (PIP, extremal case). There exists a Las Vegas algorithm which

on input a left ideal I C My(Oq) with norm n, where Oy C By o is an extremal

mazimal order, outputs a matric M € M,(Oy) such that I = My(Op) M. Under

plausible heuristic assumptions, the algorithm runs in an expected number of
O(log™™* p+ g°** log™ ™ (gnp) + g* '+ log' ™= (gnp))

bit operations, with w the matrix-multiplication exponent.

2We thank the authors of [24] for sharing an early draft of their paper.
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Here it is assumed that I is given to us as a list (of constant length) of generators,
where the coordinates of the entries (with respect to a fixed Z-basis of Oy, e.g., as
specified in (1) below) are reduced mod n; this is a free assumption in any reasonable
setting. The plausible heuristic assumptions have a very standard flavour. They
essentially assume that the statistical arithmetic behaviour of natural numbers,
such as the probability of primality, in certain non-uniform distributions does not
deviate too wildly from that in uniform distributions on large intervals in the same
range. Our paper is accompanied by a proof of concept implementation of this
algorithm in SageMath, available at https://github.com/KULeuven-COSIC/PIP.

In order to handle arbitrary maximal orders, a key observation is that the algo-
rithm from Theorem 1.5 can be used to compute a conjugation between M, (Op) and
any given maximal order A C My(B) o). For this, one computes the so-called con-
necting ideal Jy 0, = exp(Ga,0,) Mg(Oo)A C My(Op) where exp(Ga,o,) denotes
the exponent of the additive group

G A
MO T M (Og) N AT

It is not hard to check that running the algorithm on input Ju o, returns a matrix
C € M,(Oy) such that A = C~' M,(Op) C. This conjugation can then be used to
reduce PIP from A to My(Op): given an ideal I C A of norm n, another run of the
algorithm from Theorem 1.5 on the ideal C I C™" (which also has norm n) returns
a generator M, and then C™! M C is a generator of I. This leads to:

Corollary 1.6 (PIP, general case). Let A C My(Bp o) be a mazimal order and let
Oy C Bp,oo be an extremal mazimal order. Let I C A be a left ideal of norm n.
Using two runs of the algorithm from Theorem 1.5, once on input Jp o, and once
on input an ideal of norm n, we can compute M € A such that I = A M.

Observe that the norm of Jj o, is an important complexity parameter in this
reduction. In practice this quantity is easy to compute using Lemma 2.5 further
down.? In the special case where A = M,(O) for a non-extremal maximal order
O, then the first run of the algorithm from Theorem 1.5 can actually be done on
the connecting ideal Jy1,(0),0, between maximal orders in My(B) o), rather than
Mg(Bp,). See Remark 5.7.

Remark 1.7. This reduction also shows that a solution to Problem 1.1 can be used
to find the conjugation between any pair of maximal orders in My (Bp o). These
two problems are in fact equivalent. Indeed Problem 1.1 for an ideal I essentially
amounts to finding the conjugation between its left and right order.

As mentioned, Theorem 1.5 is inspired by a method for solving Problem 1.2:

Theorem 1.8. Let E be a supersingular elliptic curve over Fp2 and let O C By o
be a maximal order with an explicit isomorphism ¢ : O — End(F). Let H C E9,

3It can be bounded by the index |GA,00| of the Eichler order A N My(Op) inside A (which
equals its index inside My (Qg)), but this is usually an overestimation. A local analysis shows

1
|Ga,001%97T <n(JA,00) < |G, 0,]

where one sees that these inequalities become equalities if g = 1, reestablishing [12, Prop.1]. In
general, the lower bound is met if the connecting isogeny is cyclic.


https://github.com/KULeuven-COSIC/PIP
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with g > 2, be a finite subgroup. There is an algorithm that solves Problem 1.2 with
complezity

O(Fy + gDy +log |H| - log*™® p + log®**(|[H|mp) + log” |H| - g* < log"** (mp))

where Fyg and Dy denote the complexity of factoring |H| and solving discrete loga-
rithms in H and m is the norm of the connecting ideal between Mz (O) and M2(Op)
for some extremal mazimal order Oy C By .

Our repository contains a proof-of-concept implementation of this method, as well.

Roadmap. In Section 2, we gather some background material (explicit localiza-
tion, quaternionic matrix norms, higher-dimensional Deuring correspondence) that
is mostly standard and well-known to specialists, but it contains several explicit for-
mulae that we did not manage to pinpoint in the existing literature. In Section 3, we
show that Problem 1.2 reduces to the construction of a certain commutative square
of elliptic curve isogenies. Section 4 discusses how to construct such a square on the
quaternion side of the Deuring correspondence. Section 5 is devoted to the proof
of Theorem 1.5, while Section 6 finalizes the proof of Theorem 1.8.
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gramme (grant agreement ISOCRYPT — No. 101020788), by the Research Council
KU Leuven grant C14/ 24/099, as well as by Cybersecurity Research Flanders with
reference number VR20192203. Riccardo Invernizzi is funded by Research Foun-
dation — Flanders (FWO) under a PhD Fellowship fundamental research (project
number 1138925N). We thank Aurel Page, Damien Robert and Julien Soumier
for sharing with us a preliminary version of their article [24]. We also thank the
Isocrypt brainstorm team and the anonymous reviewers for their helpful input.

2. PRELIMINARIES

Even though we did not manage to pinpoint every explicit formula, the vast
majority of the claims in this section are standard and well-known to specialists.
We refer the reader to the books by Reiner [26], Voight [32], Waterhouse [33] and
the references provided in course of the text below for more background.

2.1. Representing B, ., and choosing an extremal maximal order Oj. Let
p be an odd prime number. The quaternion algebra B, ., ramified at p, co can be

constructed as
—q,—p
BP,OO = ( Q )

where ¢ is chosen as small as possible, i.e.,

e ¢g=1if p=3mod 4,

e ¢=2if p=>5modS§,

e ¢ is the smallest prime congruent to 3 mod 4 modulo which —p is a quadratic
residue if p = 1 mod 8; under GRH we can assume ¢ < 2log? p [1].

Elements of B, o, are expressed in terms of the usual basis 1,4, j, k where i2 = —q,
j2 = —pand k =ij = —ji. Recall that B, -, comes equipped with a conjugation
a = ay + asi + asj + ask — & = a1 — agi — azj — aqk as well as Q-valued maps
n:a— aa,tr: a— a4+ a that are referred to as the reduced norm and reduced
trace, respectively (see Section 2.3 for the origins of the adjective “reduced”, that we
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will usually omit). Under any choice of C-algebra isomorphism B, - ®gC = Ms(C)
these notions match with the usual determinant and trace.

An order O in a finite-dimensional Q-algebra B is a subring that is free of rank
[B : Q] as a Z-module. It is represented by specifying a Z-basis. An order O C B is
said to be maximal if it is not contained in a strict superorder. For B = B, it is
convenient to fix an “extremal” maximal order Oy throughout, which is a maximal
order containing a quadratic subring R whose discriminant (in absolute value) is
very small. Concretely, we fix:

: j, i 14k j Ltith i42j+k 1ti cith (1+i)(citk
Op: (1,4, 51 Ltky, (1 4 1Hd 1]>7<17jc1+w

2 v 92 2 v 4 20 ¢ 2q >Z7

(1) U U U
R: Z[v/—1] ANED) yAte="ay

for p = 3mod 4 and p = 5,1 mod 8, respectively, where ¢ denotes the smallest
positive solution to 22 4+ p = 0 mod ¢.*

Remark 2.1. We have assumed that p is odd, in order to not pollute the exposition
with edge cases, but the methods below are easily adapted to cover p = 2 as well;
here the most convenient representation is (—1, —1/Q) and, up to conjugation, there
is one maximal order only: the (rational) Hurwitz quaternions (1,4,7, (1 +i+ j +
k)/2)z, which are clearly “extremal”.

2.2. Explicit localization. Being ramified at p, oo implies that O ®zZ, = M2 (Zy)
for any maximal order O C B, o and any prime number ¢ # p; in contrast the ring
O ®z Zyp is a domain. We now describe how to compute such an isomorphism. For
simplicity we work up to finite {-adic precision, i.e., writing n = £¢ with e > 1, we
show how to establish an explicit isomorphism

(2) D, : O/nO — Ma(Z/nZ).

It is certainly known to specialists how to do this, see e.g. [8, Prop.4.1]; in fact,
methods are available for computing such isomorphisms for more general families of
algebras [28]. But we did not manage to locate the explicit formulas below, which
we include for the reader’s convenience.

Remark 2.2. Tt is easy to use these formulas for addressing the following seemingly
more general targets:

e by the Chinese remainder theorem, one can efficiently combine isomor-
phisms of the form (2) to handle the case where n is an arbitrary positive
integer coprime with p, assuming that the factorization of n is known,

e the same formulas solve the infinite-precision tasks of finding an explicit
isomorphism O ®z Zy = Ma(Z¢) or By o @z C = My(C): e.g., for the case
p = 3 mod 4 one picks ¢1, ¢y satisfying (3) where one discards the “mod n”,
and the method goes through mutatis mutandis,

e by working component-wise, we can extend the isomorphism (2) to an iso-
morphism M, (O)/nMg(O) = My(0O/nO) — May(Z/nZ); in fact, we can
even extend this to A/nA for any maximal order A C My (B, ~) because,
as explained in Section 1, our PIP solver can be used to find an explicit
conjugation between A and M,(O) for any given O.

4This follows [19, Lem. 2-4], except for the third case p = 1 mod 8 where the last basis vector
was replaced with j. But this must have been a typo: the resulting Z-module is not an order.
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Note that, by the Skolem—Noether theorem, the isomorphism ®,, is uniquely deter-
mined up to base change, i.e., post-composition with conjugation by an element of
GL2(Z/nZ). More generally, any isomorphism Mgy(O)/nMy(O) — Moy (Z/nZ) is
obtained by applying ®,, component-wise and composing this with conjugation by
an element of GLoy(Z/nZ).

2.2.1. The extremal mazimal order Oy. We focus on computing an isomorphism (2)
for the extremal case O = Oy introduced in (1) above. We will later explain how to
adapt this to any maximal order. It suffices to specify the images under ®,, of the
basis elements of Oy given in (1), meaning that it is enough to find four matrices
My, ..., My € My(Z/nZ) satistying the relations among those elements. Of course
®,,(1) = I, =: M;. By composition of ®,, with conjugation by an invertible matrix
if needed, for My we can make the choices

o= 0) wo=(5 0 = (F)-(4 )

in the cases p = 3 mod 4 resp. p = 5,1 mod 8. This can be seen as follows: since
M, must be linearly independent from M;, there must exist v; € (Z/nZ)? whose
reduction mod £ is not an eigenvector of My mod ¢. The desired conjugation
amounts to base-change from the standard basis of (Z/nZ)? to the basis vy, — Mg vs.
We now proceed as follows:

e When p = 3 mod 4, the identity

(it 14k ETAY
) = = -1 1
2 2 2

implies My M3 + M3 My = — M; which forces us to choose

AN | «a C2
() e (7, )

for ¢1,co € Z/nZ satistying

L 1
3 det(M3) = =2 — 2+ ¢ =n Ut/
1~ C2

= —— mod n.
2

4

Any such c1,co will do. As a sanity check, note that the congruence is
indeed solvable: modulo ¢ it defines a smooth conic in P?(FF;) (one checks
that the discriminant of the corresponding ternary quadratic form equals
—p # 0mod ¥), so it has ¢ + 1 rational points, all of which can be lifted
by Hensel’s lemma. At least one of these points is affine (this is obvious
for £ > 2, while for ¢ = 2 one checks that the conic has exactly one point
at infinity). In practice a solution is found by sampling ¢ at random and
checking that what is left for ¢? is indeed a square mod n. From the identity

1+k  (i+)
G

we then conclude

1+k' C2 —C1
P, — | =My :=M; +M,;Mj3 = .
n( 9 ) 4 1+ Mo Ms <—C1 e+ 1
i+J 14k

One easily checks that the multiplication table of 1,4, =5+, =I= is fully com-

patible with that of My, ..., M,. Moreover, an explicit calculation shows
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that ®,, has determinant —4c? — 4¢3 + 4¢3 — 1 = p when viewed as a Z/nZ-
linear map. So since ged(p,n) = 1 it indeed concerns an isomorphism.

e When p = 5 mod 8, it is more convenient to first determine A := Mg — My,
which one checks should satisfy Mo A + A My = M; +M,. We find

A:(lcl 2021)
Co C1

for ¢1,ca € Z/nZ such that —c? + ¢; — 2¢3 + c2 = (p + 3)/8 mod n. From
the relation M3 = A(Msy+2M;) — M; we then get

P 1+]+k — M. = —201—202+2 —201+462
" 2 - 3 —c1 + 2¢o 2c1 +2¢c— 1)

1+27+k
2, (4
completing the description of ®,,, which is seen to be an isomorphism along
similar lines as above.
e Finally, when p = 1 mod 8 we can choose c¢1, co € Z/nZ such that

):M4 —My_A— (—61—262+1 —201—|—262+1>

—c1+ co c1+2c -1

2
2 +q 5 _c+p
—0170102—702—002:

mod n

and let

o, (ci—i—k) _ M, = (—01 c1 + iq@—i-c).
q C2 C1

This follows from the requirement My Mgz + M3 My = M3 —cM;j. It then
readily follows that

14+ (ci + k 1+q 1+q
B, A+i)(ci+k)\ _ M, = MyM,; = [ © e
2q c1tec ——fep—c

and a similar reasoning shows that this defines an isomorphism.

2.2.2. General maximal orders. To compute ®,, for a general maximal order O,
one can compute the left Op-ideal I = exp(O/(Oy N O))OO C Oy, which is a
connecting ideal between Oy and O in the sense that its right order Og(I) = {z €
Bpoo Iz C I} equals O. Let o € I be such that ged(n(a)/n(I),n) = 1, where
n(I) = ged(n(a)|a € T) = [Op : I]*/? denotes the norm of I. Tt is not hard to
check that the map

U, : 0/nO = Oy /nOy : x — ara™*

is an isomorphism of rings, where we point out a subtlety when ged(n(a),n) > 1:
at first sight, the reader might think that ¥, is not well-defined in this case because
o is not invertible modulo n. But the full expression axza ™! is genuinely reducible
modulo n. Indeed, O = Or(I) implies ax € I, hence there exist y, z € Oy such that
ar = ya + zn(I) and therefore aza™t = y + 2(n(I)/n(a))@. Now it is clear that
the right-hand side makes sense modulo n in view of our assumption on n(a). The
desired isomorphism ®,, is then obtained by composing ¥, with the isomorphism
described in the previous paragraph.
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Remark 2.3. In Lemma 2.8 we state a result, which can be turned into a more
geometric method for finding an isomorphism (2), if one is given a maximal order
O C By and an effective isomorphism ¢ : O — End(FE), where E/F, is a super-
singular elliptic curve. Although this method is generally less efficient, it offers a
more intuitive interpretation of the map .,,.

2.3. Reduced norm and trace of quaternionic matrices. Recall that every
finite-dimensional Q-algebra B comes equipped with norm and trace maps

N :B—=Q:aw— det(z — za), T:B— Q:aw— trace(z — za),

and for B = B, o we have N(a) = n(a)? and T(a) = 2tr(a), which is why n
and tr are referred to as the reduced norm and trace, respectively. This picture
generalizes as follows: for all g > 1 and any M € M (B, ) we have

charpol,, ,, np(t) = charpoly (t)%9

where 6 denotes any C-algebra isomorphism Mg(Bp o) ®g C — My, (C). For this
reason the characteristic polynomial of (M) is called the reduced characteristic
polynomial of M. Its coefficients are rational numbers that do not depend on the
choice of . One sees that A'(M) = n(M)?? and T(M) = 2gtr(M) where n(M),
resp., tr(M) denote the usual determinant, resp., trace of (M), called the reduced
norm, resp., the reduced trace of M.? Just like in the case g = 1, we will usually
drop the adjective “reduced”, which should cause no confusion.

Lemma 2.4. For all M € My (B, ) and all orders A C My(Bp,o) we have:
(1) M € My(Bp,oo)* if and only if n(M) # 0;
(2) if M € A then n(M) € Z and if moreover n(M) # 0 then n(M)M ™! € A;
in particular M € A* if and only if n(M) = 1.

Proof. The proof is not hard; details can be found in our online version [6]. g

Note that, as a consequence to Lemma 2.4(2), one obtains that n(M) I, is an
element of the (left or right) principal ideal generated by M.

Lemma 2.5. Let A C My (B, o) be an order and let M € A have non-zero norm.

Then n(M)?9 = [A : AM].
Proof. This is a standard argument; a proof for My (B, ) can be found in [6]. O

Corollary 2.6. Let A C My (B, ) be a mazimal order and let M € A have prime
norm n(M) = £ different from p. Consider an isomorphism 6 : AJ{A — Moy (F).
Then rank(f(M)) = 2g — 1.

Proof. Again, the details are deferred to [6]. O

2.4. Deuring correspondence. As mentioned in the introduction, for any g > 1
the map A — End(A) defines a bijection between, on one hand, g-dimensional
superspecial abelian varieties over F, up to isomorphism and Galois conjugacy
and, on the other hand, maximal orders in My(B) o) up to conjugation. We now
recall how to incorporate isogenies in this correspondence. Let A be a g-dimensional
superspecial abelian variety and let A C My(B), o) be a maximal order admitting

5A1ternative1y, the reduced norm n(M) can be characterized as the norm of the Dieudonné
determinant of M, which implies that it takes non-negative values only (a fact that is also apparent
from Lemma 2.9).
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an isomorphism ¢y, : A — End(A). Typically, we will work with A = E9 for a
supersingular elliptic curve E/F, and A = M,(O) where O C B, » is a maximal
order admitting an isomorphism ¢ : O — End(FE), that we extend component-wise
to an isomorphism M,(O) — My(End(E)) = End(E9). To every finite subgroup
H C A we can associate a left ideal

In={MeA|VPeH: ,;(M)(P)=0}

whose norm n(Ig) = ged(n(M)| M € Iy ) = [A : Ig]'/?9 equals |H|. Conversely,
given a left ideal I C A one can consider the joint kernel H; C A of the endomor-
phisms ¢4 (M) over all M € I. This defines a bijection between left ideals I C A of
norm coprime with p and finite subgroups H C A. The right order

A = OR(IH) = {x € Mg(Bp,ooHIHx C IH}

of Iy is naturally isomorphic to End(A’), where A’ = A/H denotes the codomain
(uniquely determined up to F,-isomorphism) of a separable isogeny ¢pg : A — A’
with kernel H. Explicitly, following [33, §3.1], let ¢ : A’ — A be an isogeny with
Yoy =|H|ids and g ot = |H|id s (we will refer to this as the pseudo-dual®
of ¢pr). The isomorphism is

End(A) - A :a— [H|7h (Y oaopn).

We remark that this correspondence between ideals and subgroups can in fact be
extended to include ideals of norm a multiple of p (including 0), by considering
arbitrary subgroup schemes instead of subgroups, and by allowing for arbitrary
homomorphisms (possibly non-finite or inseparable).

Composition of isogenies corresponds to multiplication of ideals, as follows. For
a finite subgroup H' C A’ one can consider the corresponding left ideal Iy, € A’
and isogeny g : A’ — A” = A'/H'. The ideal associated with the kernel 3 (H')
of the composition isogeny g o g is given by Iy - Ig.

Lemma 2.7 (pseudo-dual at ideal level). Let A C My(Byp o) be a mazimal order
and let I C A be a left ideal with right order A’. Then

I ={z€Bp|IlzCn(l)A}
is a left N'-ideal with right order A, satisfying I - IP® = n(I)A and IP®- I =n(I)A’ .
In particular n(IP%) = n(I)29~ 1.

Proof. If g = 1 then IP® = I by [32, Prop. 16.6.15] from which the statement follows
immediately. If g > 2 then the statement is easy to prove by writing I = AM for
some generator M. One then readily verifies that P = n(M)M ™' A. O

The Deuring correspondence provides an important interpretation of the local-
ization isomorphisms ®,, discussed in Section 2.2.

Lemma 2.8. Let A be a g-dimensional superspecial abelian variety over F,, and let
A C My(Bp,o0) be a mazimal order together with an isomorphism vy : A — End(A).
Let n be a positive integer coprime with p. Let Py, ..., Pay be a basis of A[n]. Then

A/nA — Moy (Z/nZ) : M — matriz of 1s(M) with respect to Pi, ..., Py

is an isomorphism of rings.

6Warning: if g > 1 then in general the pseudo-dual of the pseudo-dual of ¢ is not equal to
g itself: rather, it equals |[H|?92¢p . Note in particular that deg = |H |29~ 1.
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Proof. 1t is clear that this is a homomorphism between equicardinal rings, so it
suffices to prove injectivity. This follows from the fact that if an endomorphism
annihilates A[n] it must factor through multiplication-by-n, e.g., by a component-
wise application of [30, Cor.II1.4.11]. O

Lemma 2.9. Let A be a g-dimensional superspecial abelian variety over F, and let
A C My(Bp,oo) be a mazimal order together with an isomorphism vy : A — End(A).
Let M € A have non-zero norm. Then n(M) = deg(tq(M)).

Proof. This can be found in [20, pp.46-48]. Note: if ged(n(M),p) = 1 then this
also follows from Lemma 2.8 and Corollary 2.6 (or rather the generalization of this
corollary to n(M) = ¢¢ for arbitrary e > 1, which can be proven along the same
lines). The case g = 2 can also be found in [17, Cor. 64]; see also [13, Prop.3.9]. O

3. THE MAIN IDEA

We now describe the main idea underlying our algorithms, which is geometric
in nature. We focus on kernel-to-matrix conversion, where this geometric intuition
is the clearest. Concretely, the goal of this section is to explain why Problem 1.2
reduces to the construction of a commutative square

E/(P) —— E

|

E—F

of elliptic curve isogenies, with P € E a given point of prime order, where the
degrees of the horizontal isogenies are equal, the degrees of the vertical isogenies
are equal, and these two degrees are coprime. In Section 4 we will then show that
this square can be built efficiently in the special case where O = Oy is an extremal
maximal order (which is good enough).

3.1. Reduction to the case |H| = ¢. We first reduce to the case where |H| is a
prime. One factors

|H| = H&'
i=1

into prime numbers ¢; # p, not necessarily distinct; in general, this step takes
superpolynomial (but subexponential) time in log|H|. Letting Hy = H, one can
then repeat the following steps for i =1,...,r:

(1) Pick any order-¢; subgroup K; C H;_; and solve Problem 1.2 for K;, yield-
ing a matrix M;.
(2) Let Hi = Lg(Mi)Hifl-
It is easy to check that the product M = M,. - - - My M is of the desired kind.

Remark 3.1. As alluded to in the introduction, if H has a subgroup series with
factors isomorphic to (Z/¢Z)9, then it is advantageous not to reduce all the way to
the case where |H| is prime, because for groups of this form the kernel-to-matrix
problem has a much easier solution. For g = 2 this can be found in [4, §4.2]; that
method easily generalizes to arbitrary g > 2 using a trick akin to Section 3.3 below.
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3.2. Reduction to the case H = ((P,0,...,0)). We may now assume that H
is cyclic of prime order . Hence, H = (P, P,,...,FP,)) where P; € E[{] for all
i =1,...,9 and at least one point, say P;, has exact order ¢. Using Lemma 2.8
it is not hard to find by,...,b; € O such that P; = «(b;)(P;) for all i = 1,...,g,
where we can (and do) take b; = 1 (more details on how to find the b;’s are given
in Section 6.1). Then the matrix

-1 0 0O ... by ... O
0 -1 0 ... by ... O
0 0o -1 ... b3 ... O
(4) B=| : : : P
0 0 0 ... b ... 0
0O 0 0 ... by ... —1

is an element of GL4(O) and maps H to ((0,...,0,P;,0,...,0)). If IT € {0,1}9*9
is a permutation matrix swapping entries 1 and j, then also IIB € GL4(O) and
this now maps H to Hy; = ((#;,0,...,0)). If M is a valid solution to Problem 1.2
upon input Hy, then M IIB is a valid solution for input H.

3.3. Reduction to the case g = 2. It is straightforward to check that, if M is a
valid solution to Problem 1.2 upon input H = ((P,0)) C E?, then

M 0
0 I,
solves Problem 1.2 upon input H = ((P,0,...,0)) C E9.

3.4. Reduction to the construction of a commutative square. As in Sec-
tion 2.4 we consider the left ideal Ip := I;py = {a € O[u(a)(P) = 0} with norm
n(Ip) =ged(n(a)|a € Ip) = £. Note that if a,c € Ip then the matrix

a b
M- ()
annihilates H = ((P,0)), whatever b and d are. Therefore, if we succeed in finding
a, ¢ admitting b, d such that n(M) = ¢, then the kernel cannot be larger, meaning

that M is of the desired form.
The key ingredient is the following expression for the reduced norm of M:

(5) n(c) n(M) = n(n(c)b — acd).
This formula is taken from [4, §3.2] and is easy to verify.” Assuming n(c) # 0, this
shows that suitable b, d can be found if and only if the left ideal

Ja,c = On(c) + Oca,

"This can be done via explicit calculation. The reader is also invited to compare this with the
high-school formula

A B\ _ .. [C D\ _ o
det(c D)—det(A B)—det(C’)det(B AC™'D)

for the determinant of a 2 X 2 block matrix in which the blocks have even dimension (this is used
in the first equality) and assuming det(C) # 0. We finally note that this formula lies very close
to the interpretation of n(M) as the norm of the Dieudonné determinant of M.
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contains an element of norm n(c)¢. Indeed, the conjugate of this element has norm
n(c)¢ as well, so upon writing the element as x n(c¢)+yca, one can let b = z,d = —3.
But for J, . to admit an element of norm n(c)? is a strong requirement because then
we have n(¢)l | n(Jy,c) | n(e)f. The first divisibility can be seen as follows: asband d
vary, the right-hand side of Equation (5) runs over the norms of all possible elements
of Jy ¢, while the left-hand side is always divisible by n(c)¢, no matter what b and
d are, because t2(M) always annihilates the order-¢ point (P,0). Consequently, the
two divisibilities are equalities. From this one sees that J, . contains an element of
norm n(c)¢ if and only if it is a principal ideal.

Luckily, it is indeed algorithmically feasible to find a,c € I such that J, . is
principal. Let 7 be the isogeny 7 : E — F = E/(P) corresponding to Ip, i.e., the
isogeny with ker(7) = (P). Assume we can build the following commutative square

of isogenies, where deg{ = deg x and degy = dego are coprime. Note that apart
from the curve F in the upper-left corner, the square only involves the base curve F;
in particular o, ¥ are endomorphisms. How to construct such a square is explained
in Section 4 for the special case where O = Qg is extremal. As explained in
Section 1, this special case is sufficient to cover the general case.

Let us now assume that we have constructed the square above; we can proceed
as follows. We let a, ¢ be such that

tla)=Eor, tlc)=~or,
which are indeed endomorphisms annihilating H, so they are elements of Ip. One
sees that the left ideal generated by

n(c) =4~ -degy =~ -dego="{-n(o) =7 - Lo,
ca=0- 1" (yob) =01 (Roo)=x"Llo
just equals the principal ideal generated by ¢o, as wanted; here we used that deg o
and deg y are coprime, and we have abused notation and identified o, y with their
preimages under ¢. In conclusion, the quaternions z,y can be found by expressing
l=z-0+y-x
and we recall that one can then take b = z,d = —y.

Remark 3.2. The fact that we are reduced to computing such a commutative square,
can also be conceptually explained by the fact that such a square induces an isomor-
phism ¥ between the products of the opposite corners of the square [3, Thm. A.1],
in this case ¥ : F x E — FE x E. Thus, we could also construct our matrix M from

the composition
T 0
ve <0 idE> :

Doing so yields a matrix M of a slightly different form; see [6, §4.5]. We note that a
general algorithm with expected polynomial runtime for computing isomorphisms
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between products of supersingular elliptic curves (“effective Deligne”) was recently
devised by Gaudry, Soumier and Spaenlehauer [13].

4. BUILDING THE COMMUTATIVE SQUARE

We now describe an elementary method for building this commutative square,
switching to the quaternion side of the Deuring correspondence. Throughout this
section, we will assume that we work with an extremal maximal order O = O,
containing a quadratic subring R with small discriminant in absolute value. In
practice, one can work with Oy D R as in (1). Let us formalize the following
problem, which was stated for I = Ip at the beginning of Section 3.4:

Problem 4.1. Let O be an extremal mazimal order in By o, and I a left Op-ideal
of prime norm n(I) =€ # p. Find a matric M € M2(Oq) such that n(M) = £ and
each entry in the first column (a )t of M is an element of I.

Then, concretely, this section is devoted to a proof of the following theorem. Here
it is assumed that the input ideal I is provided to us as a list (of constant length)
of generators, e.g., I = Oyl + Oya for some a € Oy.

Theorem 4.2. There is a Las Vegas algorithm for solving Problem 4.1 which runs
in expected time O(log4+€p + log® B), with B the mazimal norm of the given gen-
erators of I, and which under plausible heuristic assumptions outputs a matriz M
whose entries are bounded, norm-wise, as

O(fn)  O(np'/?)
©) (ot o)

with n = O(max{p/2*e p'*e/0}). If £ < p'/? and ¢ is contained in the image of
the norm map on R then this can be improved by taking n =€ in (6).

Our solution will use several standard operations on quaternion ideals as subrou-
tines; a good account of such operations can be found in [7, §2.4]. We invite the
reader to keep the pseudo-code from Algorithm 1 at hand, where for notational
simplicity it is assumed that p = 3 mod 4 and Oy D R = Z[\/—1] is as in (1).

Remark 4.3. The heuristic assumptions are all related to the statistical arithmetic
behaviour of norms in lattices. For example, it is assumed that the probability of
primality of n(a)/¢ for a random element @ € {x € I| n(z) < X} lies within a
constant factor of the probability of primality of a random integer sampled from
[1, X/¢]. We note that small biases as described in [27] are not harmful.

If we rewrite the commutative square from Section 3.4 in terms of ideals (i.e.,
replacing curves with maximal orders and isogenies with ideals) we obtain

Op - o a
\\ X \\‘\
\\ \\
S
\ I
3
N\ 01 —— O
C \

\\
S I, o
NI

OOT)OO

Here x, 0, a and c are principal ideals, which we denote with their generators by
abuse of notation. The degree requirements become n(I¢) = n(x), n(Iy) = n(o),
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ged(n(o),n(x)) = 1. Some care is needed when viewing this as a “commutative”
diagram: e.g., it is obvious that the right order of x will in general not equal Oy,
but rather its conjugate xy ~*Opx. The construction below will ensure that Iz and I,
have the same left order O; (more precisely I, will arise as [I¢]*o, where * denotes
the pull-back as discussed in [7, §2.4.5]). But this will not necessarily equal the
right order of 1.
4.1. Horizontal arrows. The first step is finding the ideals Iz and x. We let

I = %1‘
for a € I of norm ¢n such that we can efficiently find an element in x € Oy of norm
n = n(I¢). This ideal is right-equivalent to I (or equivalently, I¢ is left-equivalent
to I), so if under the Deuring correspondence I corresponds to a degree-¢ isogeny
T : I — F then I¢ corresponds a degree-n isogeny & : F' — FE with composition
o1 = a. We let O; be the left order of I. If possible, it is allowed to take
I¢ = I so that n = ¢ and O; = Og(I). In general, we sample a € I at random
until n is prime and we can find a corresponding x in the subring R C Oy, where
norm equations can be solved efficiently [11]. In general, a prime appears as a
norm in R with probability about 1/2h where h is the class number of R. Notice
that h(Z[v—1]) = h(Z[v=2]) = 1 and h(Z[(1 + \/—¢)/2]) = O(log' ™® p) assuming
q = O(log” p) under GRH. If I is sampled from the right-equivalent ideals of I, we
expect n = n(I¢) = O(,/p) so the probability of n being a prime is roughly 2/ log p.
Thus we expect to succeed after O(hlogp) attempts. These steps are detailed in
lines 1-3 of Algorithm 1.

4.2. Vertical arrows. Once Y is fixed, o is determined by yo € I¢. We employ the
isomorphism ®,, : Oy /nOy — M2(Z/nZ) described in Section 2.2. Note that since n
is prime, computing this isomorphism can be done efficiently. Write fg = Opz+0Ogn
for some z € Op. Let Mg = @, (z), Mg = ®,(x). Both M, and My will have
rank one. The element we are after is an invertible matrix M, mapping ker(Mé)
to ker(My); any representant o of ®,!(M,) is then an endomorphism mapping
ker(€) to ker(y), and the invertibility of M, ensures that n(o) is coprime with n.
Matrices of the form M, can be sampled using linear algebra and will be invertible
with high probability; to achieve the bounds (6) we will need an improved, lattice-
based method discussed in Section 4.4. The left O;-ideal I, is then computed as
[I¢]*o, which equals Ieo + O1n(0) by [7, §2.4.5.1]. See lines 4-8 of Algorithm 1.

4.3. Recovering the matrix M. We now perform the steps outlined in Sec-
tion 3.4 in the “ideal world” to recover the entries a,b, c,d of M. Recall that we
already fixed a during the generation of Ic. To find ¢ = o 7, note that we cannot
just compute I - I, because the respective right and left orders do not match. As
shown in Section 3.4 we have ca = {v og so it is more convenient to compute ca as
a generator of the principal ideal U_glw where now the product glues nicely at the
maximal order @;. We then extract ¢ from a and ca. We can now conclude as in
Section 3.4 by computing x,y such that 1 =z -5 +y - x and letting b = z, d = —y.
Note that these coefficients are not unique and in Section 4.4 we will explain how
to make an optimized choice using lattices. We also note the following subtlety:
our push-forward construction ensures that

’yog, xoo : E—>F
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have the same kernel, but this only means that they coincide up to post-composition
with an automorphism. Concretely for us, this implies that we might still have to
left-multiply x with a unit in Oy. We can find the corrected version of y by imposing
the identity ca = ¢xo. These steps are discussed in lines 9-12 of Algorithm 1.

4.4. Norm analysis of the entries of M. It is standard that the ideal I can
be viewed as a lattice with Euclidean covolume n(I)?p/4 = ¢?p/4; under this iden-
tification, the quaternion norm matches with the square of the Euclidean norm.
Assuming the Gaussian heuristic, the expected number of elements a € I such that
n(a) is smaller than a given bound X equals 272X?/¢?p. We need in the order of
hlogp = log®*® p attempts, so in general we expect that n(a) = O(¢p'/?>*) and
consequently n = n(x) = O(p*/?*¢) will do. However, if ¢ is small then the lat-
tice is skew because Oy is extremal: if we treat ¢ as a constant, then in the range
¢ = O(p'/?) we expect the successive minima (with respect to the quaternion norm)
to be in the orders of ¢2,¢2, p, p, rather than ¢p'/2, ¢p'/2 tp'/2 ¢p'/2, forcing us to
resort to an ellipsoidal Gaussian heuristic; the standard spherical Gaussian heuris-
tic fails. Furthermore, with probability about 1/2h, the prime ¢ itself is the norm
of an element of R, in which case the potentially much smaller choice a = ¢ will do.
Taking into account that ¢ may in fact grow with p, but at most as O(log? p) under
GRH, these considerations lead to estimating n as in the statement of Theorem 4.2.

We now discuss our improved method for Line 6 of Algorithm 1. The matrices
M, mapping ker(M) to ker(Myg) form an additive subgroup of M(Z/nZ) of index
n, whose pre-image under ¢, is a sublattice of Oy also of index n, hence of covolume
np/4. But it concerns a skew sublattice, since it contains the element y whose
quaternion norm is n. Given that Oy is extremal, we therefore expect successive
minima in the orders of n,n,p,p, roughly. So we expect being able to choose
deg(y) = n(o) = O(p'*) and consequently n(c) = O(fp'T¢).

A similar improvement applies to Line 11. To merely find z, y satisfying 1 = x+
YX, one can simply take x = nyo, y = n1x where ni,ng € Z are Bézout coeflicients
expressing 1 as a linear combination of the coprime integers n = n(x),n(c). But
one can shorten = by subtracting from it a nearby element of the lattice

{2600‘2’5’600)2}

which has covolume n(x)?p/4 = n?p/4. The expected Euclidean covering radius of
such a lattice is O(n'/?p'/*), so we expect being able to realize n(x) = O(np'/?)
and then from yy = 1 — 25 we expect n(y) = O(p*/?t%). We note that reasoning
from y rather than from x results in the same estimates. Altogether this leads to
the estimates (6).

Remark 4.4. These estimates contrast with the method from [24], which due to its
reliance on the KLPT algorithm appears to produce a matrix with entries in the
order of £p7/?*¢ (or £p+e with the variant of [25]).

4.5. Complexity. We conclude the proof of Theorem 4.2 with a complexity analy-
sis. For simplicity, we will not make explicit reference to the parameter ¢ introduced
in Section 2.1: since ¢ < 2log?p under GRH, this is backed up by the &’s in the
exponents. The most expensive operations are:

e finding x; as argued in Section 4.1, we need O(hlogp) primality tests in
Line 1, where h = O(log'*¢ p) is the class number of R. Note that if p #
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Algorithm 1: Solving the PIP instance from Problem 4.1

Input: Left Op ideal I of norm ¢ # p, with p = 3 mod 4 and Oq as in (1)

Output: Matrix M € M3(Oy) such that n(IM) = £ and each entry in the
first column of M is an element of T

Find a € I of small, prime norm n = 1 mod 4

Ig — (II_/E

Set y « €1 +ily where (3 + /(3 =n // n(x)=n

Find x such that I_g = Opz + Ogn

Let Mg < () and Mg <= @, (X) // see Section 2.2

Compute M, mapping ker(Mé) to ker(My) // see Section 4.4

Let o be any representant of ®,1(M,)

I, I;oc 4+ O1n(o)

ca + a principal generator of éfg]v // see Section 4.3

¢+ caa/n(a)

Find z,y such that 1 = zo 4+ yx // see Section 4.4

Set b« T and d + —7

Return M = (a b)
c d

© W N O ook W N =

1 mod 8 we have h = 1. Since the cost of primality testing is O(log>** p),

we can always bound this step in O(log*™® p). This dominates the cost of
a single run of a Cornacchia-type algorithm in Line 3.

e ideal reductions: we need to reduce the ideal I (Line 1) as well as the two
other lattices discussed in Section 4.4 (Lines 6 and 11), using LLL on their
corresponding bases. In fact there is an implicit fourth reduction, because
the last lattice is an intersection Oy N Og¥G ! of two lattices, which in
practice is computed as the dual of the sum of the dual lattices; this sum is
computed using LLL. If S is such that |3;]? < S for all input basis elements
B; of any of these four lattices, then the complexity of LLL-reduction is
O(log3 S) [10, Ch.2.6.1]. For our complexity claim it suffices to argue that
S can be chosen polynomially bounded by p and B, which is easily verified.

All other steps are dominated by these two. The total complexity is O(log4+5 p+
log® B) as claimed.

5. SOLVING PIP FOR EXTREMAL ORDERS

We now convert the ideas from Section 3 into a proof of Theorem 1.5. Recall
that we are given a left ideal I C My(Op) of norm n, where Oy C B « is an
extremal maximal order as in (1), and the goal is to output a matrix M € My(Oy)
such that I = My(Op) M. This is established through two reductions:

(i) We first reduce to the case where I is a two-generated left ideal of prime
norm ¢. By “two-generated” we mean that I is given explicitly as I =
My (Oo) A +My(Op)¢, where the entries of A can then of course be assumed
reduced mod /4, i.e., their coordinates with respect to the Z-basis from (1)
all lie in {0,1,...,¢ —1}.
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(ii) We then reduce to the case g = 2 by mimicking the procedure from Sec-
tions 3.2-3.3. It is then easy to convert this into an instance of Problem 4.1.

For (i), instead of seeking inspiration in the reduction from Section 3.1, we will
use a rerandomization technique that seems interesting in its own right and can be
viewed as a higher-dimensional variant of [19, §3.1], see the proof of Lemma 5.3.
Nevertheless, as we will discuss in Lemma 5.4, it is possible to mimic the reduction
from Section 3.1, which is actually both simpler and more efficient, but this assumes
that the factorization of n is known (or easy to compute, e.g., true if n is smooth).

5.1. Quaternionic matrix arithmetic. We begin with some comments on the
cost of arithmetic in My (B, o). Expand the Z-basis 1, b, b3, bs from (1) to a Z-basis
(7) (1,0,...,0)%, (b2,0,...,0)", ..., (0,0,...,by)"

of Of. This is then, of course, also a Q-basis of B . To be able to invoke
standard results from computational linear algebra, we make use of the injective
ring homomorphism

e : Mg(Bpoo) = Myy(Q) : M — matrix of v— M-v with respect to (7).

Both evaluating e and recovering M from e(M) are cheap operations. The entries
of M and e(M) have comparable sizes: if the (absolute values of the) coordinates
of the entries of M are in O(n) then the first 2g columns of e(M) are in O(ngq)
while the entries of the remaining columns may grow up to O(npq). We also have:

Lemma 5.1. det(e(M)) = n(M)2.

Proof. By working with respect to the natural generalization of (7) to a basis of
M, (Bp,o0) it is easy to check that N (M) = det(e(M))? and a quick sign analysis
shows that indeed det(e(M)) = n(M)2. O

Here are some example invocations of computational linear algebra results:
Lemma 5.2. Let M{,M, € Mg((’)o) have entries that are reduced mod n. Then
M; - Ms, n(M;,), Ml_1 can be computed using

O(g“*log' ™ (npq)), O(g*'**log' ™= (npg)), O(g*'**log"**(npq))
bit operations, respectively.

Proof. This follows from the corresponding complexities for matrices over Z, see
for instance [15, 16, 31]. O

5.2. Reduction to prime norm. Rerandomization works as follows.

Lemma 5.3. The PIP problem on input a left My(Og)-ideal of norm n can be
solved with one call to a PIP solver on input a two-generated left My (Op)-ideal of
prime norm £ # p, £ € O(gIn?9~1p97¢). Under plausible heuristic assumptions this
runs in expected time T 4+ O(g>+¢ 1log®> = (gnp) + g1t log' ™ (Bgnp)), with T the
runtime of the PIP solver on norm-€-input and with 8 a bound on the (absolute
values of the) coordinates of the entries of the matriz it returns.

Proof. Let I be a left M,(Op)-ideal of norm n(I) = n. By sampling random ele-
ments of I, we expect to find an element A € I such that n(A) = nf with £ a prime
number different from p. Once a suitable A is found, we can construct the ideal
_In(A)A7!

B n

J
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which is a left My(Op)-ideal by Lemma 2.4. It is easy to verify that
J =M, (Op) n(A) A~ + M, ()¢

and that n(.J) = (2971, Taking conjugate-transposes, we obtain the right M,(Op)-
ideal

J* = n(A) (A") " My(Op) + £ M, (Oy)

which using Lemma 2.7 is verified to equal the pseudo-dual KP* of the left My (Oy)-
ideal K = My(Op) A* +My(Op)¢. This is an ideal of prime norm n(K) = ¢ and
it suffices to compute a generator M for this ideal. Indeed, one then checks that
I =M,(Op)(M*)~! A, which means that we have solved the PIP problem for I.

The complexity of sampling A is dominated by the computation of the norm
n(A), which by Lemma 5.2 can be done in time O(g**'*¢log'*¢(np)), where we
have used ¢ = O(p); recall that we even have ¢ = O(log2 p) under GRH. From
the Hadamard bound it follows that n(A) = det(e(A))Y/? = O(g9n?9p9+e). In
particular, we heuristically expect to succeed after O(glog(gnp)) attempts, result-
ing in £ = O(g9n?9~1p97¢). Each norm computation is succeeded by a primal-
ity test with complexity O(g2t¢log?*¢(gnp)). We arrive at a total expected cost
O(g*< log® = (gnp) 4+ g“t1+¢ log' ¢ (gnp)) for sampling a good A.

Finally, another use of Lemma 5.2 shows that computing (M*)~! can be done in
time O(gT'*¢log'™(8p)). If n < B then this dominates the cost of the final mul-
tiplication with A, while if n > 3 then the cost of this multiplcation is dominated
by that of sampling A. O

As announced, if the factorization of n is known or easy to compute, then there
is a simpler method, simulating the reduction from Section 3.1.

Lemma 5.4. Solving the PIP problem on input o left Mg(Op)-ideal of norm n,
coprime to p and with known factorization, can be done by running a PIP solver
on input a left, two-generated My(Oy)-ideal of norm ¢, for each prime factor £ | n.
This runs in expected time ., Ty + O(g*T1+e log®*¢(Bnp)) with Ty the runtime of
the PIP solver for the prime £, and with 5 an overall bound on the coordinates of
the (absolute values of the) entries of the matrices it returns.

Proof. Let I be our input ideal, write n = ¢145---{,., let Iy = I, and repeat the
following steps for i =1,...,7:

(1) Compute the isomorphism ®y, : My(Op)/€; Mg(Og) — Mag(Fy,) from Sec-
tion 2.2. Find a non-zero vector v in the joint kernel of @y, (I;_1). Let N;
be a preimage under ®;, of a corank-1 matrix with kernel v. Run the PIP
solver on M, (Og) N; + My (Op)¢; to find a generator M.

(2) Let I; be the ideal obtained from I;_; by replacing each generator A with
AM; . Observe that these generators are indeed elements of M, (Oy), and

Then M = M, --- My M; is our desired output. Apart from the runs of our PIP
solver, the cost is dominated by the computations of A M;l and M =M,.--- My M;.
From Lemma 5.2 we see that the 7 inverses M; * take O(rg“*+1%¢ log' *¢(8p)) time
to compute. Using an accumulation tree the product M can be computed in time
O(r2g“*=log" "¢ (Bp)). The lemma follows from r = O(logn) and the fact that each
A is reduced mod n. (]
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5.3. Reduction to g = 2. We mimic the procedure outlined in Sections 3.2-3.3.

Lemma 5.5. Solving the PIP problem on input a left, two-generated M,(Oy)-ideal
of prime norm £ can be done by running a PIP solver on input a left, two-generated
My (Op)-ideal of norm (. This takes expected time T + O(g*t¢log ™ (Bep)) with
T the time taken by the PIP solver and 8 a bound on the (absolute values of the)
coordinates of the entries of the matrix it returns.

Proof. Let I = Mg4(Op) A +Mg4(Op)¢ be our left ideal, assumed to be of prime norm
n(I) = ¢. Let ®; : Op/lOy — M2(F;) be an isomorphism as in Section 2.2 and
extend it block-wise to an isomorphism My(Ogy)/¢My(Oy) — Moy (Fe); abusingly,
we denote the resulting map by ®, as well. Write R = ®y(A). By Corollary 2.6
we have rank(R) = 2¢g — 1, i.e., the kernel of R is one-dimensional. We can find an
invertible matrix S such that ker(R'S) = (w1, ws2,0,...,0)") for some w,ws € Fy.
Moreover, by mimicking Section 3.2 we see that S can be chosen of the form ®,(IIB)
with B € GL4(O) as in (4) and IT a row-swapping permutation matrix. It is clear
that if we manage to find a generator M of the ideal I’ = My (Op) AIIB + M, (Oy)¢,
then M BII is a generator of I (here we have used that B and IT are self-inverse).

Thus we can assume w.l.o.g. that R = ®y(A) has a kernel of the foregoing form.
If we then pick a rank-3 matrix Ry € My (Fy) with kernel ((wy,ws,0,0)) and we let
Aj € M3(Oyg) be any representant of its preimage under ®, (now applied to g = 2),
then we can consider the ideal Iy = Ma(Op) Ag + Mo (Op)f. If My is a generator of
this ideal, then the matrix

My, O
M= ( 0 Ig?)

is a generator of I, as wanted.

All linear algebra over F; can be done in time O(g* log' ™ ¢). The matrix B can

be chosen to have entry coordinates in O(¢). By Lemma 5.2 the computation of
ATIB, MBI can be done in time O(g**+= log' *¢(8¢p)). O

5.4. An instance of Problem 4.1. Given I = M3(Op) Ay +M3(Op)¢ as in the
proof of Lemma 5.5 above, it now suffices to find a matrix My € A such that
ker(®,(Ms3)) = ker(Rz) and n(Msy) = £. Indeed, since I and M3(Op) My have the
same norm, it is sufficient to show one inclusion. Because ®,(M5) and Ry have
the same kernel, we can find a matrix T € My(F,) such that TRy = ®,(M;). By
taking inverse images, ®, '(T) A2 = Mz mod £, i.e., My € Ma(Og) Ag + Ma(Op)Y.
Finding M, is indeed an instance of Problem 4.1 applied to the Op-ideal generated
by ¢ and the elements in the first column of As.

Combining the complexity of Lemma 5.5 with the complexity of Theorem 4.2
proves the following special case of Theorem 1.5.

Theorem 5.6. There exists a Las Vegas algorithm which on input a left ideal I =
Mg(Op) A +My(O0)l of prime norm £, where Oy C By, o is an extremal mazimal
order and the entries of A are reduced mod ¢, outputs a matric M € M,(Oy) such
that I = My(Oo) M. Under plausible heuristic assumptions, the expected runtime
of the algorithm is

O(log*** p + log® (¢p) + ¢* = log" ™= (¢p)).
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Here we have used that the norms of the elements in the first column of As, which
serve as input to Problem 4.1, can be assumed to be in O(¢2p), and that the matrix
returned by Theorem 4.2 has entries with norms in O(£p®/2+¢).

5.5. Proof of Theorem 1.5. From the the proof of Lemma 5.5 and the fact that
the matrix returned by Theorem 4.2 has entries with norm O(¢p3/2*¢), it is easy
to check that the algorithm from Theorem 5.6 returns a matrix whose entries have
norms in 0(92€2p3/2+5). For Theorem 1.5 we need to run this algorithm with
0 € O(gIn?9~1p9+e)  so it takes time

O(log*™® p + g*log®(gnp) + g“ = log"** (gnp))

and outputs a matrix with entry coordinates bounded by 8 = O(g9+1n29-1pg+3/4+e),
The statement then follows by adding the overhead stated in Theorem 5.6.

Remark 5.7. As stated in Corollary 1.6, this immediately gives an algorithm for
solving Problem 1.1 for arbitrary maximal orders A C My(B) ). Of course, away
from My (Op), the main case of interest is A = My (O) for an arbitrary maximal order
O C By . This case allows for an important optimization: up to and including
our reduction to the case g = 2, none of the reasonings rely on the order being
extremal. Therefore the reduction to the extremal case can be postponed until
after this step, which means that the first run of the algorithm from Theorem 1.5
is on Jy1,(0),0, rather than on Jy, (0)0,-

6. FINALIZING KERNEL-TO-MATRIX CONVERSION

In Section 3 we have explained how to reduce Problem 1.2 to the case g = 2,
H = ((P,0)), and ord(P) = ¢ a prime. We will now fill in the last missing details
towards establishing Theorem 1.8.

6.1. Missing algorithmic details. In Section 3.2, the quaternions b; can be found
by extending P; to a basis P;,Q; of E[{] and computing the isomorphism @, :
0/tO0 — My(Z/lZ) from Lemma 2.8 with respect to this basis. This comes at the
cost of computing discrete logarithms in a group of size ¢, which is also needed
to express each point P; as x;P; + y;@; (hence, with the current state-of-the-art,
these steps are not polynomial-time in log £). Then b; can be taken as any preimage
under ®, of a matrix sending (1,0) into (x;,y;).

To reduce the case g = 2 to Problem 4.1 we need to compute the ideal Ip C O
annihilating P, which is done by extending P to a basis P,Q € E[{], fixing a Z-
basis 1,bs, b3, by € O, expressing ¢(b;)(P) in terms of P and @ (discrete logarithm
computations again), and some linear algebra.

If O = Oy, then we conclude by running the method described in Section 4. But
to handle the case of arbitrary O, it is in fact convenient to view this step as a PIP
problem, allowing to drop the condition on O. As already observed, the matrix

()

with a, ¢ € Ip will annihilate H regardless of the choice of b and d. From Lemma 2.9
we know that n(A) = ¢n for some positive integer n. By letting a,c be genuine
generators of Ip and resampling b, d if necessary, we can assume ged(n, £) = 1. Now
a generator of the principal left Mo (O)-ideal generated by A and ¢ will be a matrix
annihilating (P,0) with norm ¢, hence a solution to Problem 1.2.
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Remark 6.1 (immediate conversion to PIP). Of course, it is also possible to convert
Problem 1.2 into a PIP instance in My(O) right away, as discussed in the introduc-
tion; this is the approach taken by Chu [9, Alg. A.2.2,Step 17]. It involves O(g)
discrete log computations in groups of size O(|H|); to some extent, one can view
the reduction from Section 3.1 as a simultaneous Pohlig—Hellman reduction over all
components of £9 O H, which is somewhat more efficient (also the linear algebra
required to find generators of the ideal drops from dimension 4¢? to 4).

6.2. Complexity. To run the reduction described in Section 3 we first need to
factor |H|, with heuristic worst-case complexity L|x((1/3) when using the general
number field sieve. As explained above, we also need to compute O(g) discrete
logarithms in E[¢], for all prime factors ¢ | |[H|. Let k be minimal such that the
points of H are defined over Fj2x. By twisting if needed, we can assume that the
p?-Frobenius endomorphism on F equals the multiplication-by-+p map, implying
that E[¢(] C E(F,) for all £ | |[H|. The worst-case complexity of the discrete-
logarithm computations is then gL,2x(1/3), again using the general number field
sieve. But in many cases of interest, e.g., if | H| is smooth, these steps can be done
much more efficiently. Nevertheless, they always dominate the remaining costs in
Sections 3.1-3.3 , which we therefore suppress from the analysis.

This reduces Problem 1.2 to principalizing one two-generated ideal I, for every
prime factor ¢ | |H|. To do this, as explained, we first apply Theorem 1.5 to the
connecting ideal Jyi,(0),0,, say with output C, then solve PIP for the ideals

CI, c! C MQ(OQ)

using Theorem 5.6, and then assemble the outputs into the desired matrix M €
My (O). Writing m = n(Jur,(0),0,), 7 = O(log | H|) for the number of prime factors
of |H|, and using that the entries of C are polynomially bounded by mp, this leads
to a total complexity of O(Fy + gDy + rlog**® p + log* = (|H|mp)) before the
assembling, which is dominated by the cost of computing M,. - - - My M;. This can
be done at cost O(r2g“ = log" " (mp)) as in Lemma 5.4 and establishes Theorem 1.8.

7. IMPLEMENTATION

We have implemented our main algorithms in SageMath; the code is available at
https://github.com/KULeuven-COSIC/PIP. Our proof of concept implementation
solves Problem 1.1 and Problem 1.2 in the case g = 2 and the input is an Op-ideal
of prime norm /¢, resp., a prime-order-¢ point (P,Q) € E? with E a supersingular
elliptic curve such that End(E) 2 Oq. Solving PIP where p and ¢ are 256-bit primes
takes about 0.05 seconds on an Intel i5 Alder Lake; solving kernel-to-matrix where
p is a 256-bit prime and ¢ is a 20-bit prime takes about 0.1 seconds, of which 0.05
seconds are spent on the commutative square step. This shows the effectiveness of
our algorithms even for cryptographic sizes.
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