Efficiently Computable Distortion Maps
for Supersingular Curves

ANTS 2008
2008 /51720

Katsuyuki Takashima
Mitsubishi Electric



Our results

@ Galbraith-Pujolas-Ritzenthaler-Smith [GPRS] gave unsolved
problems on distortion maps for special supersingular curves.

We solve them based on explicit construction of

» a basis B = {D,} of T, - vector space Jacc[r] = (F,.)%9
consisting of eigenvectors of the Frobenius endomorphism =
( m-eigenvector basis )

» a F,-basis A of [,- vector space End(Jacc) ®zF, = (F,)®)". |

@ We explicitly determine the discrete logarithms of the Weil
pairing ¢(D;, D;) to one base v # 1 where 0<1i,j <2g—1.

=) We obtain an efficiently constructible (semi-)symplectic
w-eigenvector basis.
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Target supersingular curves

@ C/F, :proj., nonsingular, geom. irred. curve.

Def. Def.
» (' :supersingular (&) Jacc :supersingular (=)

isogeneous to a product of supersingular elliptic curves

o C/F, :Y?=XY+1,
w=2g+1:prime, g =p:prime st. p=amodw,F, = (a).

m . p -power Frobenius endomorphism

p : action of a primitive w-th root of unity ( on Jacg
induced by (z,y) — ((z,y) on C

@ C/Fam : Y2 4+Y = X° 4 X3 40,
belF,, m==+1 mod®6
7 . 2™ -power Frobenius endomorphism
Action of an extra-special 2-group G = (+0,) (C Aut¢)
of order 32 [vdGvdV]. 4



Distortion maps

r:primes.t. r | fJacc(Fy), K :=F_, s.t. Jaco[r] C Jace(K).

e : nondegenerate bilinear pairing from Jacc|[r] to u, C K.

Definition [GPRS]

For a pair D, D' £ O € Jac¢|r],

¢ = ép p € End(Jace) s.t.e(D, (D)) # 1 is called a distortion map.

Theorem 1 [GPRS]

Let C' be a target supersingular curve.
Endg (Jace) ®z F, = Endy (Jace[r]) = May(F,) = (}F},)(QQ’)2

In particular, for every pair D, D’ £ O € Jace|[r],
there exists a distortion map ¢ = ¢p p’ € Endg(Jacc).

)

Endg (Jace) (C End(Jace)) : endo. defined over K =
Endy, (Jacc[r]) : endo. of F, - vector space Jacc[r] =

(F,)?9.




Computational problems on distortion maps

@ Theorem 1 doesn’t assure the existence of an
efficiently computable distortion map.

| Computational problem 1 !

For every pair D, D' #+ O € Jacc[r], can we efficiently compute
a distortion map ¢ = ¢p p' € End(Jacc) s.t. e(D,¢(D')) #1 ?

Cf. [GR] for the case of supersingular elliptic curves.

| Computational problem 2 !
Is there a basis A of Endg(Jacc) ®z F, =2 My, (F,) = (F,)29)°
s.t. Vo € A are efficiently computable ?

@ Basis A in problem 2
= an answer (efficient algorithm) to problem 1.



Results and unsolved problem given in [GPRS

@ [GPRS] gave bases of Q-vector space
End’(Jace) := End(Jacc) ® Q for target curves.
» For C/F, : Y2 =XY+1, A:={r'p |0<i,j<29—1}
is a Q-basis.
» For C/Fom : Y2 4+Y = X° 4+ X3 + b,
A= {r" mlog,m"0,, 7o | 0<4,5,%,0 <3} and
A* = {7Ti,0'97Tj,0'7-7Tn,0'£7Tl |0<14,7,Kk,1 <3} are Q-bases.

Unsolved problem given in [GPRS] |

Are the above A and A* F,-bases of Endg(Jacc) @z F,. ?

We show that it holds
for 1-st curve when gcd(r,2gw) = 1 and 2-nd curve when r > 19
by using a direct approach different from theirs.

> positive answer to problem 2 (and 1) for target curves. -



Our approach

@ We construct a 7 -eigenvector basis B = {152-} of Jacc|r]
with a nonzero D* € Jac¢(F,)[r]
and explicit generating operators G; € Endg (Jacc) @ F,.
st. D; =G;D* fori=0,...,29—1.
» For example, (G; are given by Gauss sums for the 1-st curve.

» We show that G; are invertible and G; ' are also efficiently
computable.

A key fact: G(v7,x)G(W?,x) = ¢ (—=1)w #0 € F,.
@ Pr;:= (Hi#()\j — )\i)) 1 [1i2;(m — A:) : projection to D;
where )\; are eigenvalues of .
E;; = G, iPr; € Endg(Jacc) ® F, where G; ; := G,;Gj_1
: matrix units w.r.t. 5= {D;}
@ Since E;; € (§ |6 € A), we know that

A (and A*) are F,-bases of Endg(Jacc) ®z F;.



Ourresultson C/F, : Y2 = X%9+1 1 1,

@ A:={n"p’ |0<1i,j<29—-1}. 7, p € Endg(Jacc) where K = Tz

We show that A is a Fr-basis of Endg(Jacc) ®z F, = Mo, (F,)
when gcd(r,2gw) =1 for w=2g+ 1. (itholds if » > w=2g+1.)

@ m-eigenvector basis B = {D;} of Jacc[r].
1. Generate a nonzero D* € Jac¢ (I, )[r].
2. 5j :=G;D* for j=0,...,2¢9— 1.
G, =G, x) = Y25 (1)’ p* € F,[p] C End(Jacc) ®F,
: Gauss sum operator
» multiplicative character of I,, of order 2g
v F, =(a)da—pé&(p) CF, , (. order of p € F; is 2¢
» additive character of I, since 7 | p? + 1. )
X :Fy dv=p¥ € (F[p])" C End(Jace) Rz F,.



Our results on C/F, : Y? = X2%9+1 +1,

@ n(D;)=XDj, where \; =p~.
@ G 7,x)D; = G, )G, ) D* = v~ (1) wD* = (~1){wD* # O.
=) D; # 0. =) B={D,} is a m-eigenvector basis of Jacc[r].

_1
0 Prj = ([T (N = M) Tl (= ),
~  [O iftk#j
== Prj(De) = {Ej if k5 = j
Q@ Bij=c; GW' )G, x)Prj =¢; - JW', )G (', x)Pr;
where ¢; := (=1)w™!, and J(¥*,¢~7) € F, is a Jacobi sum.

= E, j(ﬁn) _Jo %f K # ,7 {E;;} is abasis of
’ D; if Kk = J EIldK(JaCC) Xz F,.
@ From Fij €F,[r,p] and =‘p=p*n* for vt e7Z,

we see that A = {7'p’} is a basis of Endk(Jacc) ®z F,. ]



Fundamental properties of the Well pairing e=e, .

AN

9 e(D,f(D)) =e(f(D), D)

where D,D’ € Jacc[r], f € End(Jacc), and f : the dual of f.
e.g. [Mil, p.132]

In particular, we use the following two cases.

» [ =m, T =p. e(m(D), n(D")) =e(D,D"P.

» [ Aut(O). e(f(D), f(D')) =e(D,D’).

@ For example, we calculate

e(p” (D*),p" (D")) = e(p" (D*), p" o~ (D)) = e(D",p" = (D))
_ e(D*’paZ(aj_z—'l).(D*)) _ 6(l)>|<”0a,7’(aj._7’.—1)71_2'(19*).)
= e(r'(D),w'p™ THDY) = e(D7,p" T DY)

11



Weil pairing on C/F, : Y? = X29+! 4 1 |

@ Using the fundamental properties of ¢, we obtain
0 - mag-1
(log, (e(Di, Dj)))ij =29 = .
ny - 0
where u:= e(D*, p(D")),
no:=1 and n;:=—-J(,¢¥") €F} for i=1,...,29 — 1.

=> u#1 when gecd(r,2g9w) =1
for any nonzero D* € Jac¢(F,)[r]. (Corollary 2)

@ If we normalize D; to (297m24-1-:)"'D; for i=0,...,9 — 1,
we obtain an efficiently constructible (semi-)symplectic basis

w.r.t. the Weil pairing.
12



C/Fom : Y2 4+Y = X° + X3 +b.

@ belFy, m==4l mod6,q:=2™
(full) embedding degree i for Jacc(IFy) is 12,i.e., order of ¢ € F; is 12.

@ Action of an extra-special 2-group G = (+0,,) (C Aut¢) of order 32.

P B(2) =242 42 42

=P+ P+ AP+ D) 2+ D)+ 2+ D2+ 1)z
» Forany w € [Foe s.t. E(w) = 0,
0y (2,y) = (2 +w,y+ s22” + 512 + s0)
where s2 =w® +w' 4w, s; =w*+w?
So is a root of the quadratic eq. s* + s = w® + w>.

@ The dihedral subgroup G, := (0,,049) C G of order 8.

» T € [Foe st o+ 4+ +7r7241=0.
E =1+ 72EFqs, =74+ 712 4+ 1 € Fye = E(&) = FE(f) =0.

» 0 = togo,, 02 = —1,07 = 1,062 =1,0;09 = —0g0;.

13



Ourresultson C/Fom : Y?24Y = X°4+ X340

@ A:={r", 7oy, n"0,,moe | 0<14,7,5,1< 3},
A* = {rt, 09! 0. m%, 0emt | 0 < 4,4, 5,1 < 3).

@ 7,09,0.,0¢ € Endg(Jacc) where K = Foz. 7| qt? — 1.

We show that A and A" are Fr-bases of Endk (Jacc) @z F, = May(F,)
when r > 19.

@ We consider the following 5B ={D;}.
1. Generate a nonzero D; = D* € Jacc(F,)[r]
2. Dy =09y, D3 :=0,D1, Dy :=0¢D.
=) D, € Jacc(Fy4)[r], D3 € Jace (Fpu2)[r], Ds € Jace (Fys)[r].
Q@ 7Dy =Dy, Dy = AD3, mD3 = A(uDs + dD-), and 7Dy = uD4 + dD;,
where A=¢°or —¢° =¢°, p=q*or ¢%
J— {q5 or — ¢°> when u = ¢*,

gor —q when u=¢5. 14




Ourresultson C/Fom : Y2 4+Y =X°+ X3 +b.

Q 1/:2%6}%‘} =) v#=1l when r>19. (Lemma 5)
@ Abasis B = {D;} of Jacc[r] consisting of eigenvectors of r.
» D, =Dy, Dy:=Dy, D3:=D3+vDy, Dy:=Dy+vDy.
mD; = NDiy, A i=1, Ay i= N\, A3 = Ay, Mg = L.
» G1:=1, Ga =09, G3:=0¢(0c +v), Gy :=0¢+v,
=> D, =G;D; for i=1,...,4.
- (0'5—1/)(05—|—1/):1—V2 —:¢c#0 when r > 19.
Git=1, Gyt =04, G3' = ¢ Hoe — v)og, Gyt = c~Hoe —v).

=> G;'Di=D1#0 for i=1,...,4

= B= {ﬁi} is a m-eigenvector basis of Jacc|r].
15



Ourresultson C/Fom : Y2 4+Y =X°+ X3 4+b.

@ Pr; := (Hz-#j()\j — )\z)) 1 [ L (m = i),
Gi; = GiG; ' € F, oy, 09].
E; i .= G, ;Pr; € Fp 1] @ oplFy 7] ® 0, F, 7] @ ocFy 7).
=) A:={rn',7l0g, 70, 7l0oe|0<14,j,k,1 <3}
and A* := {n', 0977, 0,7, 0¢mt | 0 <4, J, Kk, 1 < 3}
are F.-bases of Endg(Jacc) ®z F,

since Go = (0-,09) is the dihedral group.

@ u:=e(Dy,D3)=e(D1,0-(D1)). By the fundamental properties of e,
0 010

-~ 0 001
(log (e(Di, DiN)ii = | _1 ¢ 00 | = u#1
0 —100

B : (semi-)symplectic basis w.r.t. the Weil pairing e. 6



Conclusions

@ We proved several facts on distortion maps given in [GPRS].

@ Our explicit results seem useful

to use 2g- dim. vector space Jacc[r] = (F,.)*? in cryptography.

@ Can we obtain a similar or general result for a broader
class of curves ? Cf. [GR]

@ Is there another application of our results ?

17
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