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Abstract

Popularity of Elliptic Curve Cryptography (ECC) is increasing com-
pared to other common Public Key Cryptosystems such as RSA and DSA
due to the more efficient cryptosystem scheme that they offer in the terms
of memory and bandwith. In November 1997, Certicom introduced the
ECC Challenge in order to appreciate the evaluation of ECC Cryptogra-
phy. To date, all 109-bit ECC challenges have been solved and the easiest
unsolved challenge is the ECC2K-130 problem.

The curve used in ECC2K-130 is the unique Koblitz Curve [5] defined
over GF(2'31). The best known attack for a general elliptic curve is Par-
allel Pollard’s Rho attack (known also as Pollard’s Lambda) suggested by
van Oorschot and Wiener [6]. This method can be improved significantly
for Koblitz Curves using the method of Wiener and Zuccherato [7].

In this work, based on the implementation of Robert Harley and his
team [8] who broke the last Koblitz Curve Challenge of Certicom, ECC2K-
108, on April 2000 [9], we aim to mount a Pollard’s Lambda attack to
break ECC2K-130. We present different aspects of efficiently attacking
ECC2K-130. In this way we employed new technological advancement
such as SSE2 (Streaming SIMD Extensions 2) registers to speed up the
arithmetic used in the attack. We also studied and compared different
random walk functions and chose the function that exploits the Frobe-
nius Automorphism while minimizing overhead in each iteration. We also
improve some of critical algorithms, such as the bit-counting algorithm
and GF(2'!)-product to take advantage of CPU structure and our point
representation.

By employing Berkeley Open Infrastructure for Network Computing
(BOINC), we obtained a more interactive way to manage the distributed
computation. This may improve the performance of the attack in several
ways. For example, we can save the computation spent on a trail which
does not terminate at a distinguished point. Another example is the



ability of centrally supervising clients’ performances and adjusting clients’
parameters individually to reach their optimum performance.

The practical results we obtained from our current running implemen-
tation suggest that the attack would successfully solve the challenge in a
feasible amount of time (a conservative time estimate would be less than
2 years using 20,000 partially active computers).
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