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Users of public-key cryptography have a choice of public-key cryptosystems, including RSA, DSA, ECDSA, and many more. Exactly
how fast are these systems? How do the speeds vary among Pentium, PowerPC, etc.? How much network bandwidth do the systems
consume?

eBATS (ECRYPT Benchmarking of Asymmetric Systems) aims to answer these questions. The eBATS competition will identify
the most efficient public-key systems among the submitted BATs (Benchmarkable Asymmetric Tools). Please submit your BAT
according to the following API.

Secret sharing BAT

supports the following three functions:

Encrypting BAT

supports the following three functions:

Signing BAT

supports the following three functions:

e keypali r returning a secret key and
a public key;

e shar edsecr et reading a secret
key and another public key, returning
a shared secret.

e keypali r returning a secret key and
a public key;

e Si gnednessage reading a message
and a secret key, returning a signed
message;

e keypali r returning a secret key and
a public key;

e Ci phert ext reading a message
and a public key, returning an encrypted
message;

e NeSsagesi gned verifying a signed
message and a public key, returning
the message that was signed.

e pl al nt ext reading an encrypted
message and a secret key, returning
the message that was encrypted.

BATMAN

(Benchmarking of Asymmetric Tools on Multiple Architectures, Non-Interactively)
collects measurements of the submitted BATs. It allows a large number of BATs

to be systematically measured on a large number of computers. The output of
BATMAN is an extensive database of measurements in a form suitable for easy
computer processing.

BATMAN is available for download at ht t p: / / ww. ecr ypt . eu. or g/ ebat s/
so that you can benchmark your own BAT and check whether it fits to the API.

Results
BATMAN?’s results on timings (generate a key, encryption, signing or secret sharing) and sizes (lengths of the keys, length of
the ciphertext or signature) are stored in a huge database.
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BATMAN version 20060615 Key-generation cycles 4834472892 = 2~32.17
Computer name doublex ¥  Public-key bytes 512 = 2°9.00
BAT name ronald Secret-key bytes 4096 = 2™12.00
BAT version 3 Shared-secret cycles -
BAT parameters 4096 Shared-secret bytes - CAV E
Original-message bytes 74 Attack seconds =2 ~ 30 ] ] ) ] ]
Ciphertext bytes 512 Attack euros =2 ~ 30 (Comparison and Visualization Environment)
Encryption cycles 473837 Keys attacked =2 ~ 40 ] .
Decryption cycles 58807555 Distinguishing chance 1/2~119.76 allows users to dynamlcal Iy eXplore Various graphS of
Signed-message bytes 512 Chosen-ciphertext attacks 0 . .
ly> Signing cycles 58733002 Forgery chance 1/2°119.76 BATMAN output, sliding between selected slices and
Verification cycles 375319 CDH chance - - -
Patent claims 0 Fake-key attacks - prOJeCtlonS Of the database-
Copyright claims 0 Timing attacks 100
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For more details on the APl and to download BATMAN and CAVE visit
http://ww. ecrypt. eu. org/ebats/



