Elliptic curves over finite fields with fixed subgroups

Introduction

The order and group structure of an elliptic curve over adifigld is of great
theoretical and practical interest. We will focus on a pcattapplication, specif-
ically on factoring using elliptic curves.

The elliptic curve factoring method was discovered by Leng] in 1987 and is
still the best algorithm for finding medium sized factors afcanposite number.
The choice of the elliptic curve for the factoring methodwgportant. In general,
one hopes thak(F,), wherep is a prime factor we want to find, will be smooth.

Atkin and Morain [1] suggested using elliptic curves witihgia rational torsion,
because the torsion subgroup injects ift@r,) for all except a fewp. This
makes the order of the elliptic curve divisible by the ordéthe torsion, and
thus more likely to have smooth order.

We will show that the rational torsion is not the whole story!

Main Theorem

Theorem 1lLetm andn be positive integers such that dividesn. For every
rational elliptic curveFE, for a positive density of the primesc P, Z,,  Z, IS
isomorphic to a subgroup df (F,).

Sketch of proofLet £ be any rational elliptic curve and let andn be arbitrary
Integers such that: dividesn and defineG = 7, ¢ 7,. Observe that7 Is
isomorphic to a subgroup of(L,), wherel, is then-division field of £. We
fix a subgroup of (L) isomorphic toG and takel, to be the field of definition
of the points in that subgroup. Lét be the Galois closure di,; and letd be the
degree of F' : Q| and letp be a rational prime not dividing the discriminant of
F, relatively prime ton, that completely splits iF'. By Chebotarev’s Density
Theorem, asymptotically/d of the rational primes satisfy this condition. Lzet
be a prime ideal over.

The following diagram then commutes:

vd r.

B(Q)- — >EB(K)—">E(K/r)
T'p ¢
V
E(Fy)

wherer; Is reduction moduler, r, IS reduction modul@ and¢ Is induced by the
isomorphism of the finite field& /7 andF,. Note that the commutativity of the
diagram does not depend on the choice of the primnand that one can easily
prove¢ o rx|gq) = rp, fOr any primer overp.

Note thatE( K ), s wWill inject into E(K/7) (and thus into/(F,)), proving the
theorem!
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Applications

For practical applications, one can follow the proof of thedrem and find ellip-
tic curves with a given torsion group over some field of relatively small degree
and in this way get an elliptic curv& such that for a large density of the primes
p € P, G is isomorphic to a subgroup &f(F,).

Currently all the possible torsion groups over quadratid$iare known (see [4]
and [5]) and all the torsion groups over cubic (see [2]) amartei(see [3]) fields
that appear infinitely often.

For larger groups, that do not appear over fields of degrdethe best that one
can do atthe moment s to try to find points of relatively lowgiee onX;(m, n),
the modular curve characterizing elliptic curves with tonssubgrou.,,, ® 7z,

Example 1
We examine the two elliptic curves:
) . 17811145 81827811574
by =2 x ,
19683 14348907

B, y* = 2° — 25081083z + 44503996374.
E1(Q)iors =~ Zg and E»(Q) >~ Z7, implying that by standard heuristics (examining
only the rational torsion),E»(F,)| should be more often smooth thgli (F,)|.
The ranks of both curves ov@rare 1, so the rank should not play a role.

We examine how oftent;(F, )|, ¢« = 1,2, are 100-smooth and 200-smooth,
wherep,, Is then—th prime number, and runs through various intervals.

10 < n < 1010{10 < n < 10010110 < n < 100010
#| E(F,, )| 100-smooth 812 4843 22872
#| E»(F, )| 100-smooth 768 4302 20379
#| E\(F,, )| 200-smooth 903 6216 35036
#| E5(F,, )| 200-smooth 877 5690 32000

We see that, contrary to what one would expect if examining tre rational
torsion, E; Is consistently more likely to be smooth th&). Why does this
happen?

Examine the behavior of the torsion Bf( K') and E»( K ') asK varies through all
quadratic fields. The torsion df,(K) will always bez;, while £,(Q(v/—3)) ~

Zis D Zg andEl(Q(\/f?)) ~ To D Zg.

One fourth of the primes will split i@(v/—3) and not inQ(v/217), one fourth
vice versa, one fourth will split in neither field and one fibuwill split in both

fields. This implies that we know thak, (F,)| is divisible by6, 12, 18 and 36,

each for one fourth of the primes, while all we can say|f61(F,)| is that it is
divisible by 7.

We see that In this case one gets a much clearer picture ifotisemn over
guadratic fields an@ Is studied than just the torsion over

Group structure

For integer factorization, not only is the smoothness$ifr,)| important, but
also the group structure. Suppose that one wants to facterpq. What one
wants to do Iin the elliptic curve factoring method is to getomp P of infinite
order that reduces to a nontrivial point in batkiF,) and E(F,) and find a small
k such thatt P = O in either E(F,) or E/(F,), but not in both.

One wants thi& to be smooth and obviously as small as possible. It is clexdr th
the order ofP is more likely to be small in&(F,) ~ z,, ® z,, wherem is as
large than whemn Is small.

Again we comparév;, which is much less likely to be cyclic ovey, and F».

We reduce the points of infinite ordéy = (—6254/243, 5642 /243) on the curve
FEyand P, = (2187,10584) on E5, and examine the average orders and smooth
ness of their reductionB, and P, to finite fields.

10 <n < 1010 10 < n < 10010 10 < n < 100010
average P, 1014.74 12951.1 162251
averaga?g\ 2021.3 27160.2 332433
#| P;| 100-smooth 812 4854 23027
#|P,| 100-smooth 768 4309 20508
#|P;| 200-smooth 903 6221 35106
#|P,| 200-smooth 877 5692 32072

We see that the curvg, Is consistently noticably better for integer factorizatio
than Es.

Conclusion

One can sometimes get a much better picture of which curvetisifor integer
factorization with elliptic curves by examining the tonsiover fields of small
degree in addition to the torsion over

For more results of this type concerning elliptic curvesrayeneral finite fields
(with p* elements) and for applications of non-rational ellipticv@s (with j-
Invariant that is not rational) see [/].
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