| WEIL RESTRICTION \

A pairing-friendly curve is a curve C' over a finite
field F, whose Jacobian Jac(C') has

e a subgroup of large prime order r

o small embedding degree k := |F,((.) : F,]
with respect to r.

These curves have numerous applications in cryp-
tography. For these applications to be eflicient, we
wish to minimize the parameter

p :=dim(Jac(C)) - logq/logr.

Constructing pairing-friendly genus 2 curves
(' with small p-values is a difficult task.

If Jac(C) is ordinary and absolutely simple, the best
known constructions achieve p =~ 8 generically and
p ~ 4 for some k. If Jac(C') is supersingular, then
we can achieve p =~ 1, but only for £ < 12.

What if we require Jac(C') to be ordinary and
simple, but not absolutely simple?

Given a field extension L/K, Weil restriction inter-
prets a variety over L as a higher-dimensional variety
over K. On afline varieties X, we do the following:
(For projective varieties we glue affine subsets.)

1. Choose a K-basis {«;} of L.
2. Write the equations for X in terms of the {«; }.

3. Collect terms with matching basis elements.
These equations define X’ = Resp,/x (X).

Proposition 1 Let A/K be a g-dimensional simple
abelian variety. Let L/K be a finite, separable ex-
tension. Suppose A 1s isogenous over L to a product
of g 1somorphic elliptic curves E defined over K.
Then A s isogenous over K to a subvariety of the
Weil restriction Resy, /i ().

For K = FF,, let fx , be the characteristic polyno-
mial of the g-power Frobenius endomorphism of X.

Proposition 2 Let A/F 4 be an abelian variety.
Let A" = Resyg _, /v (A). Then farq(x) = faqe(z?).
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|THE PROBLEM \ |OVERV1EW OF OUR TECHNIQUE \ |THE ALGORITHM \

A = Jac(C) is a simple abelian surface over F,.

Over the extension field F 4, A maps to a product of

1somorphic elliptic curves E defined over IF,,.

N

This means that A is isogenous to a primaitive sub-
group ot the Weil restriction of E from F 4 to I,
and thus there is a dth root of unity (4 such that

Frob4 = (4 - Frobg.

Using this relationship, we construct a Frobg so that
Cq - Frobg has the desired pairing-friendly properties.
We use the CM method to construct E from Frobg.
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From j(FE) we can compute a genus 2 curve C' such
that A = Jac(C') is pairing-friendly over F,.

Data: integers k,d with d € {3,4} and d | k;
a quadratic imaginary field K & (,.
Result: Primes ¢, r; a genus 2 curve C'/F,,.
‘ Thm: Jac(C') has embedding degree k w.r.t r. ‘
1 Choose a prime r = 1 mod k£ with rOx = tt.

2 Choose primitive roots of unity (i, (4 € F,..
3 Compute a m € O such that
T=(; (modvtv), m=C(/{4 (mod7),

and ¢ = 77 is prime.
4 Use the CM method to find the j-invariant j
of an elliptic curve Ey/F, with End(Ey) = Ok
5 if d =4 then
Let E be given by (x) below.
Compute ¢ € F, such that j(E) = jo.
Choose a € Fy s.t. & & (F})?; set b:= (2)2.
. Output the curve C given by (1).

6 else if d = 3 then
Let E’ be given by (x) below.

Compute ¢ € I, such that j(E") = jo.
Choose a € Fy s.t. & & (F})°; set b:= (2)2.
Set n 1= (I)d(’ﬂ')q)d(f).
if # Jac(C’) = n then

| Output the curve C’ given by (2).
else Output the quadratic twist of C’.

|PRIMITIVE SUBGROUPS \ |NON—SIMPLE ABELIAN SURFACES \

When A is an abelian variety over F,, the Weil re-
striction of A from F a to I, is isogenous over [, to
a product of primitive subgroups:

Resg ,/x (A) ~ @D Ve(A).

(&

V.(A) is defined to be the intersection of the kernels
of the maps on Resy _, /r_ (A) induced by Trr /¥ -
If A= E is an ordinary elliptic curve over F,, then:

e dim Vy(F) = ¢(d).

e End(F) ® Q is a quadratic imaginary field K.

e For some primitive ¢; € Q, (Cd)d = 1, the
g-power Frobenius endomorphisms of Vy(FE)
and E are related by

FrOde(E) — Cd ‘ FrobE c K(Cd)
o V,(E) is simple if and only if K N Q({y) = Q.

Let C,C" be genus 2 curves over F, given by

C:y* =2° + az’ + bz
C':y* = 2% + ax® +b.

Suppose b € (F})?. Let ¢ =
(%)

E:Y? = (c+2)X°—(3¢—10)X*+(3¢—10) X — (c+2)
E':Y? = (c+2)X°—(3¢—30) X2+ (3¢+30) X —(c—2)

\/ig. Define E, E’ by

Theorem 3 Jac(C) is isogenous over F,(bY/%,) to
E x E. If Jac(C) is ordinary, b & (F})*, and
End(F)®Q 2 Q(7), then Jac(C') is simple and isoge-
nous over F, to V4(F).

Theorem 4 Jac(C') is isogenous over F,(b'/6, (3)
to E' x E'. If Jac(C') is ordinary, b & (F})°, and
End(F') ® Q 22 Q((3), then Jac(C") is stmple and

isogenous over F, to V3(E').

OUR RESULTS

We ran a Brezing-Weng variant of our algorithm:

e Find z( such that ¢(zg) and r(x() are prime.

| | e Choose r and 7 to be polynomials in K|x|.

We tfound pairing-friendly genus 2 curves with record
p-values:

k d K p-value
9 3 Q(7) 2.67
12 | 4 Q((3) 3.00
21 | 3 Q(7) 2.67
24% | 4 | Q(v/-2) 3.00
27 | 3 Q(7) 2.22
39 | 3 Q(7) 2.33
42 | 3| Q(/-17) 3.00
44 | 4 | Q(v/—11) 3.00
54 | 3 Q(7) 2.44

“The result for kK = 24 was previously found by Kawazoe
and Takahashi; our method properly includes theirs.



